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Introduction

The Danske Bank Web Services solution is build on the Web Services specifications from the Federation of

Finnish Financial services [1].

This document clarifies the use of XML encryption and compression and how this is implemented in

Danske Bank. Principal aim of this document is to cover the details of the security elements in the EDI Web
Service [2]. However, the requirements on XML encryption and enveloped signatures also apply to the PKI

Service [3].

Regarding encryption

Our implementation of encryption
XML encryption is applied at the ApplicationRequest/ApplicationResponse level. This means that the

ApplicationRequest (or ApplicationResponse) element is replaced by an EncryptedData element from the

XML encryption standard. The EncryptedData contains the actual encrypted data (in a CipherData

subelement) as well as sub-elements necessary for decryption (EncryptionMethod and Keylnfo). The reason

this approach can work is that the ApplicationRequest/ApplicationResponse/EncryptedData element is

base64 encoded when the actual web service call is made. This means that there is no schema-check of the

ApplicationRequest/Response schema on the web service level. The schema-check of the
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ApplicationRequest/Response should not be done until the actual XML has been reconstructed using

base64 decoding, followed by decryption. The order of processing when receiving a web service call should
be as follows:

The web service call arrives at the server
As part of the web service call, the incoming message is checked against the WSDL. This does not
include schema checking the ApplicationRequest, due to the base64 encoding.

3. The SOAP header and security information in it is processed, including the transport signature. If
everything is not correct, an error message is returned and processing stops.

4. Processing based on RequestHeader can be done.

5. XML is constructed by base64 decoding the content of the ApplicationRequest in the incoming
message (in the WSDL, it is defined to be of type xsd:base64Binary). The base64 decoding results in
an EncryptedData element.

6. The EncryptedData element is decrypted using XML encryption functionality. This creates an
ApplicationRequest element.

7. The ApplicationRequest element can be schema checked now.

8. Further processing of the ApplicationRequest.

The processing of a received ApplicationResponse on the client follows the same pattern. In the same way,
the order of processing in the construction of XML prior to a web service call should be as follows:

The document for sending is compressed using Gzip

The Gzipped file is encoded in Base64 so it becomes printable

The result is enclosed in a <Content> tag.

The so made <Content> tag is placed inside an <ApplicationRequest> tag along with <Customerld>
and other information

P wnNPR

5. The Compression is set to true

6. The ApplicationRequest is Digitally signed (business signatures).

7. The ApplicationRequest element is encrypted, producing an EncryptedData element.

8. The EncryptedData element is base64 encoded.

9. ARequestHeader and a soap Body are produced.

10. The base64 data produced in step 8 is inserted in the soap Body in the ApplicationRequest element.
11. The rest of the soap message is constructed (soap Header and soap Envelope)

12. The soap message is digitally signed (transport signature).

13. The webservice is called.

The construction of an ApplicationResponse on the server follows the same pattern. This description can be
compared to the message lifecycle description on page 9 of the specification.

The layering of information in the web-service call is visualized in the following figure:
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soap:Envelope

soap:Body
soap:Header
uploadFilein
sub-elements 3
' / {baseb4)
RequestHeader xenc:EncryptedData
(e lemenc) ApplicationRequest
(sub-elements) Content
(base64)
(business
payload)

The figure shows the soap envelope containing the soap Header and soap Body. The soap Body contains an
uploadFilein element (the name of this element depends on the operation called, it could also be
getUserInfoin, downloadFileListin, downloadFilein, or deleteFilein). This element contains a
RequestHeader, and an element containing base64Binary coded data. The base64Binary data can be
decoded an EncryptedData element. The EncryptedData element will decrypt into an ApplicationRequest
element.

The figure is closely related to the figures on pages 15 and 16 of the specification (version 1.05).

Regarding the Encryption and EncryptionMethod elements

The ApplicationRequest and ApplicationResponse elements contain subelements called Encryption
(Encrypted in ApplicationResponse) and EncryptionMethod. These elements can give rise to confusion, since
for instance the description of the Encryption elements states:
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‘If this element is present and the content is the string “true” (case-sensitive) it means that the Content is

encrypted or the requested data should be encrypted by the bank’

The first part of the sentence is misleading, since if the Encryption element is visible (i.e. not itself in an
encrypted form) then the ApplicationRequest and the Content are no longer encrypted (they may have
been in a previous processing step). The only true use of the element is stated in the second part of the
sentence: If the element contains “true”, the response should be encrypted by the bank. This interpretation
also implies that the Encrypted element in ApplicationResponse serves no purpose, since no reply is needed
in response to the response.

Similarly, the EncryptionMethod element is only used to communicate the cipher to be used in the
response. For this, one EncryptionMethod element is inadequate, since two encryption ciphers are
needed: One for symmetric encryption to encrypt the actual data, and one for asymmetric encryption to
encrypt the symmetric key. This problem should be solved in a future version of the specification. At
present it should be up to the individual banks to decide how to handle this. Maybe the same encryption
ciphers used in the request should be used in the response, or maybe the same ciphers should always be
used.

The specification does not state a default behavior if the Encryption and EncryptionMethod elements are
not present in ApplicationRequest.

Regarding the XML Encryption specification
An introduction to the XML Encryption specification is outside the scope of this text. It is recommended to
read the specification, which can be found at http://www.w3.org/TR/xmlenc-core/. However, since the

specification contains some degrees of freedom as to the XML elements and their content, a brief
description of the expected content of an EncryptedData element (which is the root element of encrypted
data) will be given here. The encryption used is in two layers:

1. The actual business data is encrypted using symmetric cryptography. The key used to perform this
encryption is called the ephemeral key. A new ephemeral key is generated every time a message is
encrypted. Inthe example below, the encrypted business data is contained in the
EncryptedData/CipherData element. The symmetric cipher is declared in the
EncryptedData/EncryptionMethod/@Algorithm attribute.

2. The ephemeral key is encrypted using asymmetric cryptography. The encrypted ephemeral key is
contained in the EncryptedData/Keylnfo/EncryptedKey element. The asymmetric cipher is declared
in the EncryptedData/KeyInfo/EncryptedKey/EncryptionMethod/@Algorithm attribute. The actual
encrypted ephemeral key is contained in the EncryptedData/KeyInfo/EncryptedKey/CipherData
element. The certificate used to perform the asymmetric encryption is contained in the
EncryptedData/Keylnfo/EncryptedKey/Keylnfo/X509Data/X509Certificate element.

The expected structure of the EncryptedData element can be found in the abbreviated example below.

<xenc:EncryptedData xmIns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc"/>
<dsig:Keylnfo xmlIns:dsig="http://www.w3.0rg/2000/09/xmldsig#">
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<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<dsig:Keylnfo>
<dsig:X509Data>
<dsig:X509Certificate>MIIDyT...UijzrQQ==</dsig:X509Certificate>
</dsig:X509Data>
</dsig:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>NoO3acd...ggGQWA=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</dsig:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>279002AZ6...0kVnVDvI+KfG</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>

Messages sent to the bank must obey the following rules:

e The EncryptedData/KeyInfo/EncryptedKey/Keylnfo/X509Data/X509Certificate element must be
present, and it must contain the base64 encoded certificate used to perform the encryption. This is
necessary since at one time the bank may have several valid encryption certificates.

e The actual business data must be encrypted using a symmetric cipher. It is not allowed to use
asymmetric encryption to encrypt the business data directly. This is because encryption and
decryption using asymmetric ciphers is much more CPU intensive than symmetric ciphers.

Clients should use standard software solutions (libraries) supporting the XML encryption specification
rather than implementing it on their own.

Encryption Algorithms supported
The encryption algorithms supported by the bank are:

e Symmetric encryption: 3DES. http://www.w3.0rg/2001/04/xmlencttripledes-cbc
e Asymmetric encryption: RSA-v1.5. http://www.w3.0rg/2001/04/xmlencttrsa-1 5

Other ciphers may be added later.

Our implementation of compression

Regarding compression, it should be applied at the Content element level. The Content element contains
base64Binary coded data. Depending on the content of the Compression element, the base64Binary data
can be in different formats:

1. If the Compression element contains ‘true’, the data is compressed. For decompression and
decoding, the base64Binary data should be converted into binary data, which should be input to
the decompression algorithm. The binary output of the decompression algorithm will be the legacy
data or SEPA format XML.
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2. If the Compression element contains ‘false’, the data is not compressed. For decoding, the

base64Binary data should be base64 decoded. The binary output of this will be the legacy data or
SEPA format XML.

When generating compressed data inside the Content element, the following procedure should be used:

The binary legacy data or the SEPA XML is used as input to the compression algorithm. The resulting binary
data is base64 encoded and placed inside the Content element. Notice, that the input to the compression
algorithm is the binary legacy or SEPA XML data, not a base64 encoded version of the data.

Regarding the compression algorithm, gzip (RFC1952) must be used [5]. The CompressionMethod element
should contain the string “gzip”.

Regarding signatures

Multiple business signatures

The Financial Messages specification allows for up to three enveloped business signatures in the
ApplicationRequest element. However, if more than one business signature is to be used, care has to be
taken.

If enveloped signatures based on the standard enveloped signature transform
(http://www.w3.0rg/2000/09/xmldsigHenveloped-signature) are used, only the last signature will be
verifiable. This is because the standard enveloped signature transform removes only the signature being

verified, and leaves other signatures in the element still in place when the message digest is calculated. This
effectively means that the message digest value of the signed element is changed every time a signature is
added. Thus, the first signature will not be verifiable after the second signature has been added. If a third
signature is added, the second signature will not be verifiable either.

The best solution to this problem probably is to not support multiple business signatures until a new
version of the specification [1] and the corresponding schemas [4] has been made.

Supported algorithms
The following algorithms should be used in the digital signatures:

e For message digesting, SHA1 (http://www.w3.0rg/2000/09/xmldsig#shal) should be used.

e For signing, RSA based on SHA1 (http://www.w3.0rg/2000/09/xmldsig#rsa-shal) should be used.

e For canonicalization, exclusive canonicalization without comments (http://www.w3.0rg/2001/10/xml-
exc-c14n#) should be used.

Requirements on the signatures
When reading the XMLDSIG standard, there is a lot of liberty in the way a signature can look. In order to be
accepted by Danske Bank, every signature must contain the certificate used to create the signature.

For enveloped style signatures (business signatures), this means that a
Signature/Keylnfo/X509Data/X509Certificate element must be found. The element must contain the
signing certificate in base64 form.
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For the WSSEC signatures (transport signatures), it means that a Security/BinarySecurityToken element

must be found. The BinarySecurityToken must contain the signing certificate in base64 form, and it must be
referenced from the Signature/KeyInfo/SecurityTokenReference element.

See the Appendix for examples of signatures satisfying these requirements.

Additionally, there is a time requirement on the transport signature. The transport signature contains a
timestamp indicating at what time the signature was made. The signature will only be accepted if this
timestamp is less than 60 minutes old. The interval in which the signature will be accepted is subject to
change.

Future changes to the specification

Work has started to revise the financial web-service specification [1] and the corresponding schemas [4] to
solve the problems described in this document. Care will be taken to make the changes backwards
compatible whenever possible.
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Appendix A: Example XML and SOAP

This appendix will go through the generation of an example signed and encrypted SOAP message. The XML
shown here is delivered in a zip-file along with this document.

Generation of the ApplicationRequest

First a business content and ApplicationRequest element must be generated. This corresponds to step
Error! Reference source not found. on the list on page Error! Bookmark not defined.. An example
ApplicationRequest is found below:

<bxd:ApplicationRequest xmIns:bxd="http://bxd.fi/xmldata/">
<bxd:Customerld>ABC123</bxd:Customerld>
<bxd:Command>UploadFile</bxd:Command>
<bxd:Timestamp>2009-12-17T09:30:47Z</bxd: Timestamp>
<bxd:Environment>TEST</bxd:Environment>
<bxd:Encryption>true</bxd:Encryption>
<bxd:Compression>true</bxd:Compression>
<bxd:CompressionMethod>gzip</bxd:CompressionMethod>
<bxd:Softwareld>CustomerSoftwareld</bxd:Softwareld>
<bxd:FileType>pain.001.001.02</bxd:FileType>
<bxd:Content>UjBsRO9EbGhjZ0dTQUXNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</bxd:Content>

</bxd:ApplicationRequest>

Note that the business content and the attributes may not make sense in this example.

Signing the ApplicationRequest (business signature)
A business signature is added to the ApplicationRequest. The signature is of the enveloped type. For this
the signing certificate of the customer is used. This corresponds to step 1 on the list on page 4:

<bxd:ApplicationRequest xmIns:dpstate="http://danskebank.dk/AGENA/SEPA/dpstate"
xmins:sig="http://danskebank.dk/AGENA/SEPA/SigningService" xmIns:bxd="http://bxd.fi/xmldata/">
<bxd:Customerld>ABC123</bxd:Customerld>
<bxd:Command>UploadFile</bxd:Command>
<bxd:Timestamp>2009-12-17T09:30:47Z</bxd: Timestamp>
<bxd:Environment>TEST</bxd:Environment>
<bxd:Encryption>true</bxd:Encryption>
<bxd:Compression>true</bxd:Compression>
<bxd:CompressionMethod>gzip</bxd:CompressionMethod>
<bxd:Softwareld>CustomerSoftwareld</bxd:Softwareld>
<bxd:FileType>pain.001.001.02</bxd:FileType>
<bxd:Content>UjBsRO9EbGhjZ0dTQUXNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</bxd:Content>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>A30H3jwrbbcYxX3Nv5+eFyEuTww=</DigestValue>
</Reference>
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</Signedinfo>

<SignatureValue>DneTCqbKEbQUE/TpaMILpOKIMBO0asSfWr5053M1HVwWwWE4JOqTJ3XNeZtB21C/yoYKP
RKy31z8du+ObuhvuDOTICASJZZw7FxkcpCm5+mAJDjCeB1KD+zPGjtGCo/B5Fcu6FfMcBT1/Q30WMUUUP
GxXfOKXWg1Lf1hUPpmjDtNF6Y=</SignatureValue><Keylnfo><X509Data><X509Certificate>MIIDIjCCAougA
wIBAgQIEL4j5xzANBgkghkiGOWOBAQUFADBpMQswCQYDVQQGEWJESZEQMA4GA1UEBXMHRGVUbWFy
azEaMBgGA1UEChMRRGFuc2tllEJhbmsgR3JvdXAXEDAOBgNVBAsTBOFwcGXTSW4AxGJAYBgNVBAMUE
UZpbm5pc2hfUOVQQV90ZXNOMB4AXDTASMTAYNJEyMDMzMVoXDTEyMDIwMzEyMDMzMVowaTELMAKG
ALUEBhMCRESXEDAOBgNVBACTBORIbm1hcmsxGjAYBgNVBAOTEURhbNNrZSBCYWS5rIEdyb3VWMRAwW
DgYDVQQLEwdBcHBsUOIUMRowGAYDVQQDFBFGaW5uaXNoX1INFUEFfdGVzdDCBnzANBgkghkiGOwOB
AQEFAAOBjQAWgYKCgYEAyKLcdWd6TvZ+AF3zAabivvi+s+QoTnxQ4+DOIBmDBMpo7Ka41i59u79qyHa24
3HuQgW4eCMist+CUfY/Ynu6DgsP/NFduuV2VZNMYdQIKwIMaytQlzhYufMeiw8YdgGk8qVjZzIOmwbCjnDlI
1+da0OCvEeEs1ZUZtVK9NRDDsnG9cCAWEAAaOB1jCBOzAMBgNVHRMEBTADAQH/MBOGA1UdDgQWBB
Ru/JyaNnOeCQCG6jNdNZI/gfLNoYTCBIgYDVRO]BIGOMIGLgBRu/JyaNnOeCQC6jNdNZI/gfLNoYaFtpGswaT
ELMAKkGALUEBhMCRESXEDAOBgNVBACTBORIbm1hcmsxGjAYBgNVBAOTEURhbnNNrZSBCYWS5rIEdyb3V
WMRAwWDgYDVQQLEwdBcHBsUOIUMRoOWGAYDVQQDFBFGawW5uaXNoX1NFUEFfdGVzdIIEL4j5xzALBgN
VHQB8EBAMCAnMwWDQYJKoZIhveNAQEFBQADgYEAQ6rHIg41XYLMjOLZ33toWKLos3uWJucHKOF6TKAXS
Np7Q034hx04POMidOXuj18mYZkU/usVHN/L6rkW SfJretpOOXW Tzw50XSm83JUQIYeQyMiU/w7ByJSNITa8
G1i4nKW,Z/kcl2Ur0oDUTT{/X8mIC24EKDCI9RQjGEYdUVE=</X509Certificate><X509IssuerSerial><X509Is
suerName>CN=Finnish_SEPA _test, OU=ApplSIin, O=Danske Bank Group, L=Denmark,
C=DK</X509IssuerName><X509SerialNumber>797505991</X509SerialNumber></X509IssuerSerial></X50
9Data></Keylnfo></Signature></bxd:ApplicationRequest>

Encrypting the ApplicationRequest
The signed ApplicationRequest element is encrypted using XML encryption. For this, the encryption
certificate of the bank is used. This corresponds to step 7 on the list on page 4:

<xenc:EncryptedData xmIns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc"/>
<dsig:Keylnfo xmlIns:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<dsig:Keylnfo>
<dsig:X509Data>

<dsig:X509Certificate>MIIDyTCCArGgAwIBAgIKNDQONDQzMDAwWM]ANBgkghkiGOwWOBAQsFADCBxD
EQMA4GA1IUEAXMHREJHUkK9PVDELMAKGA1IUEBhMCRESXEzZARBgNVBACTCKkNvcGVuaGFnZW4xEDA
OBgNVBAgTBORIbm1hcmsxGjAYBgNVBAoTEURhbnNrZSBCYW5rIEdyb3VWMRoOWGAYDVQQLEXFEYWS
za2UgQmFuayBHcm91cDEYMBYGAL1UEBRMPNJEXM]jYyMjgxMTMwMDAXMQkwBwYDVQQEEwWAXCTAHB
gNVBCoTADEJMAcGA1IUEDBMAMQkwBwWYDVQQREWAWHhcNMDkxMDMwMTIWMDAWWhcNMTEXMDM
wWMTIWMDAWW]CBXTERMA8GA1UEAXMIREJHQ1JZUFQXxCzAJBgNVBAYTAKRLMRMWEQYDVQQHEwpD
b3BlbmhhzZ2VuMRAwWDgYDVQQIEWdEZW5tY XJrMRowGAYDVQQKEXFEYW5za2UgQmFuayBHcm91cDE
aMBgGA1UECXMRRGFuc2tlIEJhbmsgR3JIvdXAXGDAWBgNVBAUTDzYXMTI2MjI4ANDQzMDAWM]EIMACG
ALUEBBMAMQkwBwWYDVQQEWAXCTAHBgNVBAWTADEIJMACGALUEERMAMIGAMAOGCSqGSIb3DQEB
AQUAAAGLADCBhwKBgQCpae2tNbCmPRni74t4pXpzUwsUTRBeazPpchZHjn+HBpfQAH66kCzOcxLHOrL
71CFYIj6BAWrgXZx4SUldQpKu67vSh5ZsLyyXPZniCo+DtX2zOYGEigzq6hlylR5XKnXkZfJSxo/TgGX3rkLxF
6cbaP6mxN7LcCv9dUj+eRnngQIBA6NAMDAWEQYDVROOBAOECERCRONSWVBUMBKGA1UdIwQSMBC
ADsLGxMP29sL29/X39cXEMA4GA1UdDwWEB/WQEAwWIEMDANBgkghkiGOWOBAQsFAAOCAQEADS+BpnM/
K10m5iKO4BTcvGi770Sp0sul5utP6ZFEveuqjiMx4xxh+1SVRSMXQttd49/08BIUOaYrljvP+dJT5J6D+UeFRS]
E6mevjRE1qqlpCsHoCWVE9WkiuF3QLaouD9PH5FPsk53QVdd4Yp+vIKDVYQbpcl2A8WAEU8hknggxN2/E
pd8u/3LQgsTmY6mn5ek2EFNI602dQa503DpzjoXGURIFO0AaWB7ZUJhe7nxG1Xjn10nttreoP6twCTrG8loL
fGKDKLVQ3G+7vAgXgB+JwFLUoULRawOelSPgE7nMkz0laOlu+aJlaHRJZq/F9e MkDXFqRSMGHHNUIjzrQ
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Q==</dsig:X509Certificate>
</dsig:X509Data>
</dsig:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>NoO3acdWBuUHONduRMdLZtOhN645erE7JjABudwaNg7GYbEvxrjemimdhpj32BZ4
el+cp5r5UIhEYxt4sHIj8tMxJqcogxrJEiD61g/zzc1mDV61fQidJWgclkWOUA2deb1Wz40eS1oMelF6M1wmvS
PWNpSZbEmMEG/4zv9ggGQWA=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</dsig:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>279002AZ630VYSFMT+mW/YSUBbWJmNiGegl1OlendoFEhhpHYcpTbGXG7kO/
SXtewRrlaZp19L4/1qggNJWO0BQeXluwVd7Qz90dekyzIGN4gBPuvp3ZH46yPT7kPfc3umwUIVZ5R3GPhEYG
M4AUhK8Ygju/FZPZy+iU84bUG5iSVBORYtEck+UQpGbbfCyYPX5U96zkVOhj6HL+Cwelg2Q9Gp6chullpBL
/WRFON1Kn1J/Z7LkVbKB9cROmM3B2v77vJkjrhg4dFwwTOwlkZZbg4yX5w7qeMIgvAUZ20dPDWhEGSj+TM6ai
dGYddNDhQOSDfbLKETWg8Lh6vuRhFk925uVUoiLJgwlMBf22t3H1Tz5230le OJHASEJt6EXfHPOP2WUpSw1l
EAAQFg4RBI4hOgrzoRgVfZM9u1MPML8bYhLDI408cKCDvo4iwd1MvOniuOveD7Asyo43nA4hVh/BsUskEZe
/SaStOo+WXzeL7cdImeW9AKTkpsiidFSIEERY2iANdIpDNGS7B7jQ3uDZiVOVYB0oCG2YrecMSrlcpfxzNap
DJKUshyxRigfPSGIN9YkMZsgc/whhkIVN1VNV2A541butR9SG3m8ITbm/fgevt36DPXemIVAcyHWTiX2IlvIOLF
+IAMG+WVBnu6d4LMCXWMa4gzTnrgoXvXpAKNI51UmHGjiYOn10r8Ls5YOzDeZRcVAgRFT1K2sHrz4wW
WYeSUQfsxfZ09qzngTQ4BvAomPrL6Xh41Y APMQxJZiolyo8/C7lyZiwv/IXAeNuz4/tG7tF3vKi/B6mjHmM9igN6
OtAuQ8iHCZt8ayBMhbgHb6VORXV77A1+OKXCkZQfcxyHesCnjjOONEvVN0Ji3Z/2TjupjAMYNgJ+020Wt4Q8J
hWGfuCOI13H40y2Z/Wy+IsKqRyJ4ihIXrzOT5LsFwncdE7ho3MhyT2C3NAkrosgpVRIyB99DLIpWhWR4s3tx
pfc47DRihny3gq7iepcl60ANTL1tBePkOPRD/y/tf59azjhW SMBWQpvwJaVAHJIgpBGtCUYKGXLAKUICZ+cY4
osHeTylivNshX4F/O8AvDjXvIQUKYss+Bz7i+raQMFVVQNpOLr3BLc3FPAQCgZDFB9xuaVOu245hxtWakaqg5
ZCljg09KKkA+Vwj13nkKOdYOYE3IDIXTIEVVUN61UIRIEBWhOIJWU96fPycVfmhdvhIQF6IcWzvbsCKhAMZu83v
0Wb941LsssZzIKHa7Qj/2U4maTHgl03iZhdETQtVyvrd1FS+PK86V62jDhy53VSF1bqP9eH/16bqLXSSyvyCE
ILEO4LhZCbS33fUpKMO0sej5gp7AQhFTA4kVrvOK6D9/7ROgR72GZF9/+HXwKg4VHg+s8380xen3F509ZWe
2nX9y3yleH2Us/PoKjyYjKwV3DW YUi0Jtvw93uobzxAMLFhqFPX8+bHFbnyN1yqEjJFB5BZkX8XalG8Sp6ig
kGtXZItX0laxBzrwWvbpyuZW2LU/1igkQkA20cuLFPrEax1gZzVZyBP9zEKdqCGRUGc+HFuirgtGOncR+4KKbf
VtN7r3xkVNfaihxXVeF45T1/TBE+mdjRdA5KkMICLEY29uT3IFZbZsPUoSSOEabwNLYtQTSt7DSJiX4abhxUDx
QeHgFOiLbKIw99h/OjopfOCPyT lIxglayLIT6 TrDsiwHnxuwbRkeRmh7gXS799BZIlyBpilg6ZMTB4FDfPO+1Ql
FzT5wmoOIzEZ1SgOT8JgGd5c/xeLZ3NgLVIO4ZxefO6KV+I8ladOipV5utV3mOhgAI9xDzOnqYb7UZy90cZR
p9hWX6KxzokyomQGwUgjAio/k3wgpwGBuCNgLd+piWUBKot2RRIQeVFeYjaaOhTsNmAmpbvgoj2HhERFfg
RQk6/IU4XbBSHMSX3Va+NK56uDEBgPhEg57G60k10zgXQPRJayoh87GZaEzEgUDW12ieXYI1jXXZIz92le
w04/2bhXc8dtQEyxOcNkFugfWEd7EeNyFULSAIjdsQfXzaouOKsWL3XzQ71+sllIkFUOKfKitxIFaukmwUfLx
W/ZwGglQcOchs7E5Tu5ZGil+ih5wOm1py+M+cgBk3wyFGIcjD91JZ50M9IQAjIN78NwWTQ8LG8VrFzAe00bM
7/18sWZbr+c1IMmDvAI3gAARray6rNTMamgguOcclhcdyEyn3CmZjy1x9VWbbNXdgk/IXu6c6Kgda8rMrVyV9
BIKyWutw9ht9u8bK9ny31zDnllzEm3sVaY4XzYbXqvX7ZpVvcC607KIKE7TmIHWcuPXsgA7eFPbPrZI6Jue9
F8OKZIIH4vsOY+FVo0ju9JufJSoAA+eHctUZ4c4biYPJIxa82THQTIXKE47X8eWF2ucY6upGJ8La8H27wavM
CUKINYXMnIKKpdpMImBMgT ZuyvyAzfoyO/CiaSggm3wanYI586FNe9zXnDqtsR+4RTNrBNd28fqwynelLoeEi
30mM/dOB3WLGQHKCyburz3HIN8ZPOr2dDMuRQzs8WBMr2KUohdQ6jXonYEEhKFeJUx2HFamPgjKI+Mcp
+6a3as3L8110JihBdgrMevKe 7fHc6dPhzNVz3ep8AYIl/6sr01v5uAK420y9Q9TNxZsL47zecMd4CwWRIAHQMS
4DKIfiHZBOLE3Cep7Ca5bKhYIKTK+nkCw5twkMSJdgzEgaVuOWPFwLQv4ysibrOPINSE+alzWYQPNGB2kcq
3vHOmMfgnxcPlalxJBtROUSMPWehfCem9i/lO/few4XnbpIMMcf8YjzH1brpp+P667c909qVDAS|9KFVIVZIpv2Z
0DU3pS490zkU+vWQWOahFgXYYNCbW5kIJhXwWAJHFHT]QNRQPcGgkjJ4fEILVYOQ5yE1hW/LwNdua8NcC
nzuDg6P7SpOmMIZ8p3GENITVPRUxZvTcDK5efdsoVb8FXVuyftVxwUXmnZ9FCmdjwr57tt3iwbh8S064LHIYO
6X4HvcfR4VIPBVjVO5qCE57hdy+XYOvylT9bhCWLvdII354ni6L6Igxx0Y/fiBNZImT7FeVI91PIw6IWO0qvzHR2
Pkz+abzvqU5pNITyJRt20+5hezvwnL//VTLYZmBENtiG6FL4yi1NL+PWcAvVw86kQBIkTvISuMvaZzwQ1kRIrw
1gu/uEGcU5COacYwvKTuL/GMh10g5e0GYcYEdHCHTESCCWCOYH/tTLgNkeV2Q7QdY5Xk9Zsc3zS1Krwr4
Dbs9Hk4WCWHhoM4ZUn35F08bs2p2N0bdeag1BQ1Wn/tHdJI3I12ZbpAqJGKZYj4BcEW+3019VmaQOI+elGN
Odv4lydIOtoz8bL50LgxaCMGIAUSBCQUHRZKOmM95SvclLZocG+UCPKnrfVXkCPz20nhwMXh6ZPK/vBCoE
Yf2ICSMJIfpvEQRFKeM/j4SY Sjm/C0C3QneeCtOjxmCrwdinKgrzkmMpNTYXZjUua3WtGjqg4H4nvwVHKGSL/
ZSs60ifBO3YBFEYcHqC582tYGBafFH+aaTdNQqMpd8X0U37rgtqfeg06NSt+QT9IEZj35SL7yjs+4+rvX2Rpyk
FD3s4S21+3aVBxqY5vTTIKP7iDZH1ADKjn7rSxeiudYhxgJnNzQyMMsgGmYbW 3rnjlsTqKU/XD6twOCcEb17K
S119+2Jp3MGjcLPdYdWKsiobdamdU9Cj6mIhG5d1DThNajwdTXjVzP7aPsmjJtNaMPFRr2162wSiUFtLSILIm
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pFOW98umQyWpfWXJ9yOx1zCR674X4JEiT6waP1cGV7ZGkimYbr/Q3XSfiJAMKZvqOpnVLpzZwOGVg40Q
WODRFEL6wWy3Ax2yHywykdqUeA2TFY8e047X3WAO9lyX9ZPAS2vaJLB/XHIavOHc3p30OWT3IGpgengsO2
1FokVnVDvI+KfG</xenc:CipherValue>

</xenc:CipherData>
</xenc:EncryptedData>

This step should be performed by a piece of standard software.

Generation of the SOAP message

The next step is to generate a SOAP message (including the RequestHeader), base64 encode the XML from
the previous step and insert it in a the ApplicationRequest element of the SOAP. This corresponds to steps
8 to 11 on the list on page 4:

<soapenv:Envelope xmins:sign="http://danskebank.dk/AGENA/SEPA/SigningService"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:cor="http://bxd.fi/CorporateFileService"
xmlns:mod="http://model.bxd.fi* xmIns:dpstate="http://danskebank.dk/AGENA/SEPA/dpstate">
<soapenv:Header/>
<soapenv:Body>
<cor:deleteFilein>
<mod:RequestHeader>
<mod:Senderld>ABC123</mod:Senderld>
<mod:Requestld>33</mod:Requestid>
<mod:Timestamp>2009-12-17T09:30:47Z</mod:Timestamp>
<mod:Language>EN</mod:Language>
<mod:UserAgent>CustomerSoftwareld</mod:UserAgent>
<mod:Receiverld>DABAFIHH</mod:Receiverld>
</mod:RequestHeader>

<mod:ApplicationRequest>PHhIbmM6RW5jcniwdGVKRGFOYSB4bWxuczp4ZW5jPSJodHRwOIi8vd3d3
LnczLm9yZy8yMDAXLzAOL3htbGVuYyMilFR5cGU9IMhOdHAG6LY93d3cudzMub3JInLzlwMDEVMDQveG1sZ
W5jI0VsZW 1lIbnQiPjx4ZW5jOkVuY3JI5cHRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwOI8vd3d3LnczLm9y
Zy8yMDAXLzAOL3htbGVuYyNOcmliwbGVkZXMtY2Jjli8+PGRzaWc6S2V5SW5mbyB4bWxuczpkc2IinPSJodH
RwOIi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjlj48eGVuYzpFbmNyeXB0ZWRLZXk+PHhIbmM6RW
5jcnlwdGIvbk1ldGhvZCBBbGdveml0aG09Imh0OdHAGLY93d3cudzMub3JInLzlwMDEVMDQveG1sZW5jl3JzYS
0xXzUiLz48ZHNpZzpLZXIIJbmZvPjxkc2InOlg1MDIEYXRhPjxkc2InOlg1MDIDZXJ0aWZpY2F0ZT5NSUIEeVR
DQOFyR2dBd0OICQWdJISO5EUTBORFF6TURBA01qQU5CZ2txaGtpRzIBMEIJBUXNGQURDQNhERVFNQTR
HQTFVRUF4TUhSRUpIVWs5UFZERUXNQWtHQTFVRUJOTUNSRXN4RXpBUKINTIZCQWNUQ2tOdmNHV
nVhROZuWIc0eEVEQU9CZ05WQKFnVEIwUmMxibTFoY21zeEdqQVICZ05WQKFVVEVVUmMhibk5yWINCQ1IX
NXJIRWR5YjNWd01Sb3dHQVIEVIFRTEV4RKVZVzV6YTIVZ1FtRNVheUJIY205MWNERVINQIHQTFVRUJ
STVBOakV4TWpZeU1qZ3hNVE13TURBeE1Ra3dCd1IEVIFRRUV3QXhDVEFIQMdOVkIJDb1RBREVKTUF]
ROExXVUVEQk1BTVFrd0J3WURWUVFSRXdBdOhoYOSNRGt4TURNAO1USXdANREF3V2hjTkKIURXhNRE13
TVRJIJO1EQXdXakNCeFRFUk1BOEdBMVVFQXhNSVJIFSKkhRMUpaVUZReEN6QUPCZ05WQKFZVEFrUkx
NUk13RVFZRFZRUUhFd3BEYjNCbGJtaGhaMIZ1TVJIBAORNWURWUVFJIRXdKRVpXNXRZWEpyTVJvdOd
BWURWUVFLRXhGRVIXNXphMIVNUW1GdWF5QkhjbTkxYORFYU1CZ0dBMVVFQ3hNUIJHRNVjMnRsSU
VKaGJtc2dSM0p2ZFhBeEdEQVdCZ05WQkFVVER6WXhNVEKYTWpINESEUXpNREF3TWpFSk1BY0dBM
VVFQkINQU1Ra3dCd1IEVIFRcUV3QXhDVEFIQmdOVkJIBd1RBREVKTUFROEXVUVFUKk1BTUIHZE1BME
dDU3FHUOIIMORRRUJBUVVBQTRHTEFEQO0Jod0tCZ1FDcGFIMNROYKNtUFJuaTcOdDRWWHB6VXdzVVR
SQmVhelBwY2haSGpuKOhCcGZRQUg2NmtDek9jeExIT3JIMNzFDRIIJajZCNFdycVhaeDRTVWxKUXBLATY
3dINoNVpzTHISWFBabmIDbytEdFgyek9ZR0VpZ3pxNmhJeWxSNVhLblIhrwmzZKU3hvL1RnR1gzcmtMeEY?2
Y2JhUDZteE43TGNDdjlkVWorzZVJubmdRSUJBNk5BTUQOdOVRWURWU|BPQkFVRUNFUKNSMESTV1ZC
VU1Ca0dBMVVKSXdRUO1CQOFEcOxHeE1QM;jlzTDI5L1gzOWNYRU1BNEdBMVVKRHAFQI93UUVBAOIFT
URBTkJna3Foa2lHOXcwQkFRc0ZBQUIDQVFFQUQ4K0JwbkOvSzEWbTVpS080QIRjdkdpNzdvU3Awc3Vs
NXV0OUDZaRkV2ZXVxamxNeDR4eGgrMVNWUINNWFFOdGQOOS8wWOEJIVU9IhWXJJanZQK2RKVDVKNk
QrVWVGUINgRTZtZXZqUkUxcXFJCENzSG9DV1ZFOVdraXVGM1FMYW91RDIQSDVGUHNINTNRVMRKN
FIwK3ZJSORWWVFicGMxMKE4dOFFdThoa25ncXhOMi9FcGQ4dS8zTFFnc1RtWTZthjVIazJFRk5IJNmM8yZF
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FhNTAzRHB6am9YR1VSSUZPbOFhVOI3WIVKaGU3bnhHMVhgbjFPbnROcmVYvUDZ0dONUckc4SW9IMZkdL
RGtMVIEzRys3dkFxWGdCKOp3RkxVbh1VMUMF3MGVJIU1BNRTduTWt6MGXhMGx1K2FKbGFIUkpacS9GO
WVNaORYRNFSUO1HSEhOVWIgenJRUTO09PC9kc2InOlg1MDIDZXJ0aWZpY2F0ZT48L2RzaWc6WDUwOU
RhdGE+PC9%kc2InOktleUluzm8+PHhIbmM6Q2lwaGVyRGFOYT48eGVuYzpDaXBoZXJWYWx1ZT50b08zY
WNkV0J1SDBUZHVSTWRMWnRPaE42NDVIckU3SmpBQnU0d2FOZzdHWWJFdnhyajZtMW 1kaHBgMzJC
WIRISStjicDVYNVVJIaEVZeHQO0c0hJajhOTXhKcWNvZ3hySkVpRDZJZy96emMxbURWNjFmMUWIkSIdnYO0IrvVO
VQTIKZWIXV300T2VTMWINZTFGNKOxd212U1BXTnBTWmJIFbUVHLZzR6d]InZ0dRVOE9PC94ZW5jOkNpc
GhlclzhbHVIPjwveGVuYzpDaXBoZXJEYXRhPjwveGVuYzpFbmNyeXBOZWRLZXk+PC9kc2InOktleUluZm8+
PHhIbmM6Q2IwaGVyRGF0YT48eGVuYzpDaXBoZXJWYWxX1ZT4yNzIvTzIBW]jYzb1ZZUOZgTVQrbVcvWVN
VOMJIXSm1OaUdIZzFPbGVuZG9GRWhocEhZY3BUYkdYRzdrTy9TWHRId1JyMWFacDESTDQVMXFXTkpX
MEJRZVhsdXdWZDdRejlvZGVreXpJR040Z0JQdAXZwM1pINDZ5UFQ3alBmYzN1bXdVSVZaNVIzR1BoRVI
HbTRBVWhLOFInanUvRIpQWnkraVU4NGJVRzVpU1Y4T1JZdEVjaytVUXBHYmMImQ3IZUFg1VTk2emtWM
GhgNkhMKON3ZWxnMIE5R3A2Y2h1MEIWQKwvV1JGMG4xS24xSi9aN0xrVmJILQjljuk9tMOlydjc3dkpranJoc
TRGd3dUMHdJalpaYnEOeVgldzdxZU1sZ3ZBVVoyT2RQRHdAoRUdTaitUTTZhaWRHWWRKTKkROUTBTRG
ZITEtFVFdNOEXoNNZ1UmhGazkyNXVWVW9pTEpndzFNQmMYyMnQzSDFUejV6MzBsZU9KSGRzRUpONIh
MSFAWUDJIXVXBTdzFFQUFXRNEOUkJSNGhPZ3J6b1IxVmZaTTIIMU1QTUwA4YIlloTERINE84YOtDRHZVN
GI3ZDFNdjBuaXUwdmVENOFzeW80M25BNGhWaC9Cc1Vza0VaZS9TYVNOT28rV1h6ZUw3Y2RKbWVXO
UFrvVGtwe2lpZEY4aUVFUIkyaUFOZEpwRESHUzdCN2pRM3VEWMIWT1ZZQmM9DRzJIZecmVjTVNybGNwZn
h6 TmFWREpLVXNoeXhSaWdmUFNHAE45WWINWNNNYy93aGhrSVZOMVZuVjIBNTQxYnVOUjITRzNtOEI
UYmOvZmdjdnQzNKRQWGNtbFYO0Y3IIV1RpWDJsdjIMRitJIQW1HK1dWQmM51INmMQOTELDWFANYTRnelRuc
MAvWHZYCcEFLTkk1MVVtSDZgaVIPbjFPcjhMczVZT3pEZVpSY1ZkZ1JGVDFLMNnNIcloOV1dZZVNVUWZze
GZabzlxem5nVFEOQNnZBb21Qckw2WGg0SVIBUE1ReEpaaW8xeW84L0OM3bHlaaXd2L1hBZU51WjQvdEc3
dEYzdktpLOI12bWplbTlpcU42T3RBAVE4aUhDWnQ4YXICTWhiZOhiNnZPUnh2NzdBMStPS3hDalpRZmN4e
UhlcONuamowT05Fdm5vSmkzWi8yVGplcGpBTVIOZ0orTzIwV3QOUThKaFdHZnVDT2wxM0g0Ob3kyWig9Xe
StscOtxUnIKNGIlobFhyejBUNUxzRnduY2RFN2hvM010eVQyQzNOQWtyb3NNcFZSSXICOTIETEpwV2hXUjR
zM3R4cGZjNDdEUmIobnkzZ3E3aWVwY2w2MEFOVEWXdEJIUGsSwWUFJEL3kvdGY10WFaamhXUO1CV1Fw
dndKYVZBSEpncEJHAENVWWIHWExBalVJQ1orY1kOb3NIZVR5SWI2TnNoWDRGL084QXZEalh2bFFVS1
IzcytCejdpK3JhUU1GVNZRTnAWTHIzQkxjM0ZQQVFDZ1pERKI5eHVhVK91MjQ1laHhOV2FrYXE1WkMvamc
wOUtrQStwWd2oxM25rSzBKWTBZRTNJIREMVEIFVNZ1TjYxdUISSkVCd2gwSIdVOTZmUHIjVmZtaGR2aGxR
RjZsY1d6dmJzQO0toQUladTgzdjBXYjkOMUxzc3NaeklILSGE3UWovMIUObWFUSGdIMDNpWmMhkRVRRAFZ
5dnIkMUZTK1BLODZWNjJgRGh5NTNWUOYXYNFQOWVILZE2YNnFMWFNTeXZ5Q0VsTEVPNExoWkNiUz
MzzZIVwS00wc2VgNWdwNOFRaEZUQTRrVnJ2MEs2RDkvN1IwZ113MkdaRjkvKOhYdOtxNFZIZytzODM4MH
hIbi]NGNU85WIdIMm5YOXkzeUIISDJVcy9QbOtgeVIgS3dWMORXWVVpMEpPOdnc5M3VvYnp4QUIMRmMhxRI
BYOCItISEZibnlIOMXIXRWpKRKI1QIprWDhYYTFHOFNwNmMIna0dOW FpsdFgwSWF4QnpyV3ZicHI1WIcyTFU
VMWInalFrQTIwY3VMRIBYyRWF4AMWdaelZaeUJQOXpFS2RxQ0dSVUdjKOhGdWIyZ3RHMG5jUis0S0tiZIZ0
TjdyM3hrVk5mYWIloeFhWZUYONVQXL1RCRSttZGpSZDVrTUIDTEVZMjI1VDNJIRIpIWNNQVWIOTUO9FYTZ3
TkxZdFFUU3Q3RFNKaVg0YWJoeFVEeFFISGAdGMGIMYktKdzk5aC9Pam9wZk9DUHIUSUI4Z2xheUxsVDZ
UckRzaXdlbnh1d2JSa2VSbWg3Z1hTNzIxQlpJeUJwaTFnNIpNVEIORKRmMUDArMVFIRnpUNXdtb09sekVaM
VNNT1Q4SmdHZDVjL3hITFozTnFMdmxPNFp4ZWZPNktWK2w4SWFKT2IwVjV1dFYzbU90Z0FJOXhEek9u
cVIIN1VaeTIPY1pScDloV1g2S3h6b2t5b21RR3dVcWpBaW8vazN3cXB3R0J1Q05nTGQrcGIXVUJIrb3QyUIJs
UWVWRmMVZamFhMGhUc05tQW 1wYnZnb20ySGhFUkZmZz1JRazYvSVUOWGJICUOhtU1gzVmErTks1INnVE
RUJIXUGhFZzU3RzZPazFvenFYUVBSSmF5b214N0daYUV6RWdAVRFexMmIIWFIJalhYWKIGOTJJIZXcwNC8y
YmhYYzhkdFFFeXhPYO05rRnVnZIdFZDdFZUS55RIVMUOFsamRzUWZYemFvdU9Lc1dMM1h6UTcxK3NJSU
prRIUWS2ZLaxXR4bEZhdWttd1VmTHhXL1p3R2dsUWNPY2hzNOU1VHU1WkdpSStpaDV3T20xcHKkrTStjz0Jr
M3d5RkdsY2pEOUIKWjWTTIJUUFgSmM430E53VFEATEC4VnJGekFIMEQITTcvOHNXWmMJIyK2MxbE1tRHZ
BSTNxQUFScmF5NnJOVE1hbXFndTBjYzFoY2R5RXIUMONtWmMp5MXg5VIdiYKSYZHFrL2xYdTZjNktnZGE4
ck1yVnIWOUI5S3IXdXR30Wh0OOXU4Yks5bnkzMXpEbklsekVIM3NW YVKOWHpZYIlhxdig3WnBWdmNDN]jA3
S2ILRTdtOUhXY3VQWHNxQTdIRIBIUHJabDZKdWU5RjhPalpJSUg0dnNPW StGVm8wanU5SnVmSINvQU
ErZUhjdFVaNGMOYmIZUEpJeGE4AMIRIUVQ5WGtFNDdYOGVXRjJ1Y1k2dXBHShMYThIMjd3YXZNY3VLS
k5ZeE1uSktLcGRWTWxtQk1nVFpleXZ5QXpmb3IPLONpYVNNZ20zd2FuWWw10ODZGTmU5elhuRHFOc1Ir
NFJUTnICTmMQYOGZxd3luZUxvZUVpMO9tL2RPQJNXTEdRSGtDeWJ1cnozSEIUOFpQT3lyZERNdVJIRenM
4VOJNCcjILVW90ZFE2alhvblIFRWhLRmMVKVXgySEZhbVBnaktsK01jcCs2YTNhczNMOEKXMEppaEJkZ3JINN
NZLZTdmSGM2ZFBoek5WejNIcDhBWWxsLzZzcjAxdjV1QUsOMk950VESVES54WnNMNDd6ZWNNZDRDd1
JKZEhRTVMOREtmaUhaQk9MRTNDZXA3Q2E1YktoWUIrVEsrbmtDdzV0d2tNUOpkcXpFcWFWdTBXUEZ3
TFF2NHIzaWwJyT1BO0TjVFK2FseldZUVBUROlya2NxM3ZIMG1mcW54Y1AxYUx4SkJOUBINU1QV2VoZkNIb
TlpL2xPL2ZIdzRYbmJIWbEINY2Y4WWp6SDFicnBwK1A2NjdjOU85cVZEQXNgOUtGVKIWWmxwdjJaMERV
M3BTNDIVWmMtVK3ZWUVdPYWhGcVhZWU5DYIclaOpoWHdBakhGakhUalFuUIFQYOdxa2pKNGZFaUx2W
UIRNXIFMWhXLOX3TmR1YThOYONuenVEZzZQNINwT21IWjhwMOdFTKIUdIBSVXhadIRjRES1ZWZkc29W
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YihGWFZ1eWZ0Vnh3VVhtblo5RkNtZGp3cjU3dHQzaVdiOFMwWN]RMSEpZTzZYNEh2Y2ZSNFZOUEJWalZP
NXFDRTU3aGR5K1hZT3Z5SVQ5YmhDVO0x2ZGxJMzUObmk2TDZsZ3h4MFkvZmICTIpsbVQ3RmVWbDkxU
EIBNKIXMHF2ekhSMIBreithYnp2cVU1cE5sVHIKUNQyMCs1aGV6dnduTC8vVIRMeVptQkVOdGIHNKZMNHI
pPMUSMK1BXYOF2Vnc4ANmtRQmxrvVHZsU3VNdmFad1lExalJlJecnexZ3UvdUVHY1U1Q09hY 113dktUdUwvRO
1oMTBnNWUWR1IWUVKSENOaIRFNUNDVONPWXQvdFRMZ05rZVYyUTdRZFKk1WGs5WnNjM3pTMUtyd3|
O0RGJzOUhrNFdDVOhob00OWIVuMzVGMDhiczJwMk4wYmRIYWcxQIExV24vdEhkSjNsMIpicEFxSkdrwIigN
EJjRVcrM29J0OVZtYVFPSStISUdOT2R2NEI5SZGXxPdG960GIMNTBMcXhhQO1HSUFINUJDUVVIUIpLT205
NVN2Y0xab2NHK1VDUEtucmzZWWGtDUHoyMG50d01YaDZaUEsvdkJDbOVZZjJIQINNSmZwdkVRUKZLZ
UOvajRTWVNgbS9DMEMzUWSIZUNOT2p4bUNyd3FpbktxcnprbU1wTIRZWFpgqVXVhM1dOR2pxNEgObnZ3
VKhLRINML1pTczZPaWZCTzNZQkZFWWNIcUM1OFpOWUdCYWZGSCthYVRKTIFXTXBKOFgwVTM3cmd
0cWZIZzA2TINOK1FUOUV6ajM1U0wW3eWpzKzQrcnZYMIJweWtGRDNzNFMySSszYVZCeHFZNXZUVGxLU
DdpRFpIMUFES2puN3JTeGVpdUpZaHhxSm50elF5TU1zZ0dtWWJIXM3JuamxzVHFLVS9YRDZ0d09jRWIx
NOtTSUk5KzJKcDNNR2pj TFBKWWRXS3Npb2JkYW1kVTIDajZtSWhHNWQXRFRoTmFqd2RUWGpWelA3Y
VBzbWpKdE5hTVBGUNIybDYyd1NpVUZOTFNSTEptcEY5Vzk4dW 1ReVdwZIdY SjI5T3gxekNSNjcOWDRKR
WIUNNdhUDFjR1Y3WkdrbG1ZYnIlvUTNYU2ZqgSKFNS1p2cU9wblZMcHpad09HVNEOb1FXOURSRKkVMNnNd5
MOF4MnlleXd5a2RxVWVBMIRGW ThlbzQ3WDNXQU85SXIYOVpQQVMydmFKTEIVWEhsYXZPSGMzcDNP
V1QzSUdwcTZuZ3NPMjFGb2tWbIZEdkkrS2ZHPC94ZW5jOkNpcGhlclZhbHVIPjwveGVuYzpDaXBoZXJEY X
RhPjwveGVuYzpFbmNyeXBOZWREYXRhPg==</mod:ApplicationRequest>
</cor:deleteFilein>

</soapenv:Body>

</soapenv:Envelope>

Signing the SOAP message (transport signature)

The last step is to create the transport signature on the SOAP message. The signature is based on a
customer signing certificate, and the style of the signature is detached. This corresponds to step 12 on the
list on page 4:

<soapenv:Envelope xmins:mod="http://model.bxd.fi" xmIns:cor="http://bxd.fi/CorporateFileService"
xmlns:soapenv="http://[schemas.xmlsoap.org/soap/envelope/"
xmlIns:sign="http://danskebank.dk/AGENA/SEPA/SigningService">
<soapenv:Header>
<wsse:Security soapenv:mustUnderstand="1" xmIns:wsse="http://docs.oasis-

open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

<wsu:Timestamp xml:id="Timestamp-5293c3c7-b69f-48e2-866e-9fc9cd35a422"
xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

<wsu:Created>2010-05-07T11:26:49Z</wsu:Created>
<wsu:Expires>2010-05-07T11:31:49Z</wsu:Expires>

</wsu:Timestamp>

<wsse:BinarySecurityToken xml:id="SecurityToken-192f1eb9-6¢10-482c-8719-
76754a128e84" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-
security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-
token-profile-
1.0#X509v3">MIIDnzCCA0egAwIBAgIHDSQ4jQYO0sTANBgkghkiGOWOBAQsFADCBWEQMA4GA1UEAXMH
REJHQOFEQJELMAKGA1IUEBhMCRESXEzZARBgNVBACTCkNvcGVuaGFnZW4xEDAOBgNVBAgTBORIbm1
hcmsxGjAYBgNVBAOTEURhbNNrZSBCYWS5rIEdyb3VWMRgwFgYDVQQLEWIEYW5za2UgQmFuayBBL1M
XGDAWBgNVBAUTDzYXMTI2Mjl4MjlzMDEWMTEJMAcGALUEBBMAMQkwBwWYDVQQQEWAXCTAHBgNVB
AWTADEIJMACGALUEERMAMB4XDTEWMDUWNZzEXMDIwM10XDTEYMDUWNJEXMDIwM1owgaYxIDAeBgN
VBAMTFOJFTkdUULNPTIBPRYBGUi4gSkVOUOVOMQswCQYDVQQGEWJESzZECMBoGA1IUEChMTREJUU
yBERU1PIDEuUICgzNEFLKTEEMBWGAL1UECXMVQO9SUE9SQVRFIERFVKVMT1BNRUSUMTcwNQYDVQQ
FEY5TRS1LRVJIVIOEQUJIBOJAWOTIXMDA4NDEtQUdSOjA2MTAOOC1VU1IEMDYXMTMzMIGfFMAOGCSqG
SIb3DQEBAQUAA4GNADCBIQKBgQCVi1Bg4B6VNK8x6ISrNQIPBI3izM/RNcyGHAE/9F TdqFjMOhZygTOm
O0K5SQjLYOAftdoHMLDtEbNzOzGC1x+y/pM8DbfmmDRXV60C4jzq97AjFTUYI0tIrAe1Fc10mh4SnstWVYaA
hsZu8LxSPyC4JBB+66msvK4RgkLauTZw3/QIDAQABozgwNjAJBgNVHQ4EAgQAMBKGA1UdIwQSMBCAD
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sLGXMP29vnBwsTCxsTDMA4GA1UdDwWEB/WQEAwWIGWDANBgkghkiGOWOBAQsSFAAOCAQEAREMT7T|PXuf
RxrYM90hCP3730RBwrpFgZaXsEo0BDeghZ5ASks5YXZL60OAjU2Ax93wIwpKnlyDBHCkhdZcC426vhDOQ
mjdSiL6mr60Q8+YSCmITcYM7xZxYYHAWOMBOJCINZ0Orx3200JV9gSENQg408pu23j4nPrTpldXUovLsLBYV
aGpeR6MGUNjRYUWFXt3N73kWx+z6UOSFSOrPA2dmzt3WFxzodxdyvj4AKWpLEOrsVJAYTMLCNqTycYiuYZ
eDFGDrwyAfVIh4zhCYtrrPTPhDmMOokhzQTvIB2W/8tNWNFNudHGHmMmM4DsJozPujlaeWe70nTfgojpVC/hl
WI1KQFbg==</wsse:BinarySecurityToken>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="#Timestamp-5293c3c7-b69f-48e2-866e-9fc9cd35a422">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>DUOvwvFgg7x0JG9iTrzVHXb4DdQo=</DigestValue>
</Reference>
<Reference URI="#Body-89bd1994-b8b8-4b7b-a58b-593dcfd671a5">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>4Qd2BBARXSg4zRgl0AhwU+CiqB4=</DigestValue>
</Reference>
</Signedinfo>

<SignatureValue>HCRIddnNZTEIpFlavxIFUOEKCb7tizEsdCmPFdCH2wFTVW5pW6/512aDkDobubrIHF
r5trH8142+3svO0ljilDcTEfsMLkdhQY1nOTAFX6LBZSP11inP9ydGoWsOm3pnGwC8nXm4zXImhJFczCSQRG
70b+pCF20gc34Eh3FUT8MA=</SignatureValue>
<KeyInfo>
<wsse:SecurityTokenReference xmlns="">
<wsse:Reference URI="#SecurityToken-192f1eb9-6¢10-482¢c-8719-
76754a128e84" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-
1.0#X509v3"/>
</wsse:SecurityTokenReference>
</Keylnfo>
</Signature>
</wsse:Security>
</soapenv:Header>
<soapenv:Body xml:id="Body-89bd1994-b8b8-4b7h-a58b-593dcfd671a5">
<cor:uploadFilein>
<mod:RequestHeader>
<mod:Senderld>061133</mod:Senderld>
<mod:Requestld>33</mod:Requestld>
<mod:Timestamp>2009-12-17T09:30:47Z</mod:Timestamp>
<mod:Language>EN</mod:Language>
<mod:UserAgent>CustomerSoftwareld</mod:UserAgent>
<mod:Receiverld>DABAFIHH</mod:Receiverld>
</mod:RequestHeader>
<mod:ApplicationRequest>PHhIbmM6RW5jcnlwdGVKRGFOYSBUeXBIPSJodHRwOIi8vd3d3LnczLm9y
Zy8yMDAXLzAOL3htbGVuYyNFbGVtZW501iB4bWxuczp4ZW5jPSJodHRwOI8vd3d3LnczLm9yZy8yMDAXLz
AOL3htbGVuYyMiPjx4ZW5j0OkVuY3J5cHRpb25NZXR0ob2QgQWxnb3JpdGhtPSJodHRwOIi8vd3d3LnczLm9y
Zy8yMDAXLzAOL3htbGVuYyNOcmIwbGVkZXMtY2Jjli8+PGRzaWc6S2V5SW5mbyB4bWxuczpkc2InPSJodH
RwOi8vd3d3LnczLm9yZy8yMDAwL zA5L 3htbGRzaWcjlj48eGVuYzpFbmNyeXB0ZWRLZXk+PHhIbmM6RW
5jcniwdGlvbk1ldGhvZCBBbGdveml0aG09Imh0dHAGLY93d3cudzMub3JInLzZIwWMDEVMDQveG1sZW5jl3JzYS
0xXzUiLz48ZHNpZzpLZXIIbmZvPjxkc2InOlg1MDIEYXRhPjxkc2InOlg1MDIDZXJ0aWZpY2F0ZT5NSUIEeVR
DQOFyR2dBd0ICQWdJSOS5EUTBORFF6TURBA01qQU5CZ2txaGtpRzIBMEJBUXNGQURDQNhERVFNQTR
HQTFVRUF4TUhSRUpIVWs5UFZERUXNQWtHQTFVRUJOTUNSRXN4RXpBUKINTIZCQWNUQ2tOdMmNHV
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NVhROZuWIcO0eEVEQUICZ05WQKFnVEIwUmMxibTFoY21zeEdgQVICZ05WQkFVVEVVUmMhibk5yWINCQ1IX
NXJIRWR5YjNWdA01Sh3dHQVIEVIFRTEV4RkVZVzV6YTIVZ1FtRNnVheUJIY205MWNERVINQIIHQTFVRUJ
STVBOakV4TWpZeU1qZ3hNVE13TURBeE1Ra3dCd1IEVIFRRUV3QXhDVEFIQmdOVkIDb1RBREVKTUF;j
ROEXVUVEQK1BTVFrd0J3WURWUVFSRXdBdOhoYOSNRGt4TURNAO1USXdNREF3V2hjTKIURXhNRE13
TVRJIJO1EQXdXakNCeFRFUk1BOEdBMVVFQXhNSVIFSKkhRMUpaVUZReEN6QUPCZ05WQKFZVEFrUkx
NUK13RVFZRFZRUUhFd3BEY]NChGJtaGhaMIZ1TVJIBAORNWURWUVFIRXdkRVpXNXRZWEpyTVJvdod
BWURWUVFLRXhGRVIXNXphMIVNUW1GdWF5QkhjbTkxYORFYU1CZ0dBMVVFQ3hNUIJHRNVjMnRsSU
VKaGJtc2dSM0p2ZFhBeEdEQVdCZ05WQkFVVERG6WXhNVEKYTWpINESEUXpNREF3TWpFSk1BY0dBM
VVFQkINQU1Ra3dCd1IEVIFRcUV3QXhDVEFIQmdOVkJIBd1RBREVKTUFROEXVUVFUK1BTUIHZE1BME
dDU3FHUOIIMORRRUJBUVVBQTRHTEFEQO0Jod0OtCZ1FDcGFIMNROYKNtUFJuaTcOdDRWWHB6VXdzVVR
SQmVhelBwY2haSGpuKOhCcGZRQUg2NmtDek9jeExIT3JMNzFDRIIJajZCNFdycVhaeDRTVWxKkUXBLATY
3dINoNVpzTHISWFBabmIDbytEdFgyek9ZR0OVpZ3pxNmhJeWxSNVhLblIhrwWmzZKU3hvL1RNR1gzcmtMeEY2
Y2JhUDZteE43TGNDdjlkVWorZVJubmdRSUJBNk5BTUQOdOVRWURW UjBPQKFVYRUNFUKNSMESTV1ZC
VU1Ca0dBMVVkSXdRUO1CQOFEcOxHeE1QM;jlzTDI5L1gzOWNYRU1BNEdBMVVKRHAFQI93UUVBAOIFT
URBTkJIna3Foa2lHOXcwQkFRc0ZBQUIDQVFFQUQ4K0JwbkOvSzEWbTVpS080QIRjdkdpNzdvU3Awc3Vs
NXVOUDZaRkV2ZXVxamxNeDR4eGgrMVNWUINNWFFOdGQOOS8wWOEJIVUINWXJIJanZQK2RKVDVKNk
QrVWVGUINgRTZtZXZgUkUxcXFICENzSGIDV1ZFOVdraXVGM1FMYW91RDIQSDVGUHNINTNRVmMRKN
FIwWK3ZJSORWWVFicGMXMKE4dOFFdThoa25ncXhOMi9FcGQ4dS8zTFFNCc1RtWTZthjVIazJFRk5INmM8yZF
FhNTAzRHB6am9YR1VSSUZPbOFhVOI3WIVKaGU3bnhHMVhgbjFPbnROcmVvUDZ0dONUckc4SWIMZkdL
RGtMVIEzRys3dkFxWGdCKOp3RkxVb1VMUMF3MGVJIU1BNRTduTWi6MGXhMGx1K2FKbGFIUkpacS9GO
WVNaORYRNFSUO1HSEhOVWIgenJRUTO09PC9kc2InOlg1MDIDZXJ0aWZpY2F0ZT48L2RzaWc6WDUwOU
RhdGE+PC9kc2InOktleUluZm8+PHhlIbmM6Q2lwaGVYyRGFOYT48eGVuYzpDaXBoZXIWYWx1ZT5CYXhDS
XUyWEVIWHIDSEdmQUINSC8vVGxmalF5UXIzZNnIQUMROUTc4UTQVMjhTQ2k3SIh1S2hxNO9EWFh50
Wo0bDRVU0dOY09TcTVsSULQUFE3SnVnVkNRaVhaVKkRCVEVLNIRgN3VNLONQUIIjbOFmMb3ZyMkw4QTB
telk3BMDROYzhDMVZlaXRaUDcyZVZrOUs4aFN3ZTRXK25QaS8wUIVSaUxoMHBhcVNQdjg9PC94ZW5jOk
NpcGhlclzhbHVIPjwveGVuYzpDaXBoZXJEYXRhPjwveGVuYzpFbmNyeXBOZWRLZXk+PC9kc2InOktleUluZ
m8+PHhIbmM6Q2lwaGVyRGF0YT48eGVuYzpDaXBoZXJWYWx1ZT5MY3pPcHIrbHQ2bXV3dGFjSmdyMk9
MdINMczZKMXV5bUZaR28xT2x3NExveG9hWjhZdkMvZmOwa04xOEViQUxtZU8xS2p0cTZ2VWp3MEC4SFI
gaGIlLanROUmMpJSTIWbkRoTndZMGQOcWUOQINON|NIbFFBZzZabTNmd003MjdyVSs1WC9SZy9wSE9qU
DZwamFPenR1STZEY000Y1YzZmtBTnBGaGRFekhQWIQ5ek9ETOF6YOwyRDdFam5hLOpnS1INYbEVOdE
ZscWd3NG1BOVBOc3UrQndWQnprQzA2U3N3VXRsSTG9ZYnB1TzZZL2RqMjc2S1Era05Nd1EzZ2FKTUVN
ZG0xcDBzRStkUOs2V1UOWHhrNTMzZkcla21wRU9zWEtjbk1BanJIT25KdFVIUXRiamFLM2Vud2xIRjZpNEl
wQOIvZmFqY0QYUFZBVmdIRXpxQ29DRmMN1cEczZVWIVROEZNXRBRTZ0emhjRHNzVUNEaWhFV2NUVINZ
ViIFMMWowR2RDYXhHUTBRAHRhZWRYTVU30UZoUXg3M2NjcFUOWNUOKzIINEVgRTRkanZMUXBJckd
VRNh3Z0I4NDI5Y0JzdmkrSVYvVG9haEZ3QXNwTHk3dIZaTUh6 ThnRGecm5uVGXUTFZ1ZVRMZmMROZXZOT
XdaUGtKcFIJWSUEOZIImcDMwY 2pEY2JgRmkvdIRSRmMJJR3IzMnRIZHh4MOJPWKVXOThFeHBYTFZoRGd2
SDhMNzF5MDJaMVIBTCtRTDZXTFZrcDhXWnIROS9NSE01dTVHZ1BiZFdsNWhKb2w3dTVOaHRGAUROU
k95aStQTDhOUXZLeXFaalRoNVFWYnFBbjVBK2QxMEdgeW4vZ0JHbUpvRkxRbHFgMOpCamJaNktYYU9
QSy8XxSEMrMTkrNUZmQ1NmMNnB0eGO04RjISMXVNMzhEdHUVSIBVN1RKM3h1a2tiUlpZUGxQbTFKZnIKR
GFISIYrcHIVMGVUNHNDMGhDcFRIeXJzZWHpCbIRYT G5tOHFnbkkrMktLK2hFY01kQzRxSVdZeGJReEVOa
INCNXIawDdITXUrbThndDNzYnZoT20zOXUyK09HK2FLKzkwalVuT3ZMYTJIqUGLLSWwW5SWEzTXRZemd
gbFdZSk1GQzdacWdwUnRNLOdACckFrYjRxUOIzbTdIVIRYS3NwYzBXT3BaWTZHY1Y2WFcxL21zZCtON3Z
XUUIwQitDcHhZTEIXNVJIHazU3TTNzY2gxeGFIbWwxVW4ycVNaQWxIYS85SjY1QIZkMG1SaDR1ZzNpawW
RWAEZIWUFickMzQWNyNEM3WmIraVI2MW5LW ElpekwzRWk1cGZPcHo3YWNpTVk2dDBxQ3hjMIIQajR4
WUtWdAU9FUHgzUFNDaEVOTStjQIpYMWXW Yk52¢cCOncTJ4YmdDW XZJemtnYmexQWXVZitCNnhPVIZ6c¢z
F3SnVOMk1ldnJtVDVMbINUMU1HaVBzMFVWTDI2VTJIYT043QjBMN090dis4SVBYLOMyb1NTanZCS1h4Yk
g3RFFENTNMWTVON2INcHZydEFhVzI5cC9ySW5BYm9zN3R5SGpBRXAXxeEU5bVdISk96VjcOVnpydDVia
Gs1dU9xYzkONmM4rWERUR21RMDVOSUIgSW50QnhIWFVDYOVoNTRhTXBO0SjdZNjBCTmIHSU1IEUWpPVR
XVXUOpZZEpHeHFVY]jA4Z3IrNVB5UJEORUIFOWNGS2kvZnpsdIR1enp4RDBwWAXFZQnZnNIRyeVBOWVJpN
254Nk42ZIR00OU4wYUhHeWhZL250VWcexendhZ2xwRThhdkFtREZ1QjlzazZRINNZUMXc40OEdxeUpCaHRvb
GZOVHdANWDJjVGpjbjdBTUdkRytzZW XdnSmF3VkRpUO9GUIB1WnVKaXIEUzd6d2J4Wm13WIE3MjhHNHJK
OVFEaFc2U3R5MXcybzVxL2RZdjJiSOhHaDhZbONMbOc1RFZoTUp2TnJjUk9aczB4ARHNKelVRaVhDMWZ4
Tm91IWIIZRjU50HCc2N2dMWnZTNFhOY1VVZUI2UKNOMTNONjZsaFZvUEdZZHFFSEJ2V3IpaVZYbHViSmJI
YkIJKOGtzanhMM242WTVtcjAXRDILNXFKQW9RMDI3QVRFL282bXY3U3BCQ2EyOE9QMGIlajg3b283SnB
jVmdrSDViZG9XOHBSNEVYY1BnbVZkTzewTWgzTjAzSHNCcINDYOdRWGFNQThmKOhod3JuchZWTENR
REVaNStBczBsbDRFVFRVTIQUSGhHMKRUYUI4ZkZWWk40YU02eW95SmVubONmMNk4vSXZsSi9pWHoO1N
UtXMkKF0Z3IMNKITTXFuzZkZoRVVScIVIdjIBcCO9nanQyYjVIVEh2KytnTTAXQWFWRTB6QKROR3NQYmFrZ
WNOVJNEVkpjZzZFFZmFVYNEWAW GV3N3c3L0U3IMXJIGOE4XTzFxd3ZLVzIwZ1J6TDZhekpaajhgRFZabW5IW
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TNnc1lQckQ1lY3BReHZFMS82dDczdVQOUHVKRDhBQVF1V05hMIpaZ0QxbTZyMFZINEJDbXZERWVKZG
NLcmRNYmdsdDR1RIVGWFI20XgwWWY4STZSb3N5ekpYcUpUQ21BaOV3UUFWUEJ3bES0LzRtaVBlaVN
ISIdWMjg0cUl4L3gzMTIVVNR1YTdjNM1GZEVMUzISazlyMOhSVTR6cXM3Z2RDczIUM3A5cDIpNGRINDIrc
zJBalZyNkVDWUVsSOVZETTI1REZzaHI4WnJEVUNCWIBGcjFLbnhiNDBwWRO0I0d2Joe TRVNESmMVnIzZIhTMIJ
IRXNrSXA2SlloYUFLNUFHRO1xbINyUVQ4dWdPbDRrcldXbWJvLOZiQldxMmtuQVM5LzdicE9ZSE9XVHEY
M2RLT3dWTO00TVZKVGIXCKRITXNmMOUhOdIp6dkNwckxJRGRFTWRFYUZXSWgxbGdQMk8yQkd6ZUROc
FdhROcxbHh3NO0g5aGdaR2sxbENNSFhSWHdA2R25LVUZLUWhACbIZxaXk5VEp5M1dZbmYXxOGJQRNIVDIE3
QjZuditpRjJIEMFprZGEXMEhGdOkyMFpnWW IzcFpOakxkelVHOXdKT28xaWol1lWkVDUIpDZTh2TzB6R2xZel
JTTCOITEIYUFZjV3FaS1inbHBMVzd5R0JkdDVRROt6 TIBpM1d3MjNkZEVDcWFyKzZ4SIFYZG1RRKk9EWmMd
6Nk9ZMnc5bEpaOXhVdGINMHFNVINCM1IzZREZsOXdNNHovSGJILUTFNKOVKRWS5YV0J0V0ZWbWInenB6
VjZuRORSbUVINIIQRzF2bmFabmRYbnJZci9yc1JDcUOwVzB2Q2hrRjdDbXpwWWtDUHFWRWNLdnEvc2tC
VOIUT1IFdENUQmMZzbXJaQUtodDdCckdSZVNaalp6U0ZoSXNKM212UnV6MFJaakhPSnJFTDJIMYIgzT1R1
YmMZMLOJIBSX02Z2xLdWZTLzRmdnROcnpPZzVBVOFROHVIRiI9KaUprYXNVcWFnalhtZzVnakFkOHFTQmt
MMFY5¢jI3cVFMM1poZEhXZ2xzNXIJZE1yTm50N2ZRc2hzbGhaYzVYTTd4QVIKRHVUOVoxMkRvVK3pJY3p
EeDFiOThEVOdTVkpnaDVGVUx4emwxalhhcEJKRFICSzI3WXBIMNVNcTVCQXovbk5SNONka3RFAGVTTE
4XWGFOL3ZSYnp5TIU1ckthRDV3VmMFrQORiYmJIvSXBZOUFEOUIVQXIZajAWOEthZTI6SXNCcW5SKNGhSV
TIIS0ZzZWUJWYO0g5MStSZkZtVS9Ch0hZZkw2dUdCTHhHU29FK3J5QIVOMVICWDIVQKgOR2FHC2IGUTIFC
GkOcFJQUFdKkNjJ6SGhxRzd1QUh1bGFKTGNVSjZnWU9Yb292WIQ5S2xPa2ZEZW1QdkpZeU9GWHpP5K3V
PejMwSGgvYkVGNjNna25JMUZWY 1kwZ0pyRnISBMUFTU2JkVWwrSDBZUHdYNNnYOK1pOM]d1S3lyV0dSS
GVqUIBrTUtOTNArVmRuTy9YQWdIbjZFRNd1INOXUMnpVd2JONEt2amVLYTIRM0s1ZWtoVmRyQXUvTHhq
SWFHVGIMSORgMGQ2cDNISFNVWHFpdE5BaUNXCcFRTQXR2Q3BIiNNIJ5UmxkWkxvOG1sMTgvQkpYawJ
DZU5DY3hESjFNEpMemtleWJoR1IzMUFNQTZEZUhuLzArYzFMNS9sZ3RhRHNNbjRpV21TcTZnSzBCUmMI
PNWZsWHFWcGxUTVNVUORhNDNVMmMJEdkZiand20GJCWk1yWjBwUkJ0Z2QwT1ZPdzFObnlvw1dUS3B
sTzI0d1NaRG1SKzBZOXhjNGVBejk0ZWhuTHd2SHU4UHFJb3Y1NHc3cnNUM3JJWXNRUO52WVBIWDI5Q
1IRFNKbTFUSUX2Yk9sS3RFa3dLNVZzYXdha3NPRmI3clcewVEpqa282MFB1YINQRWc2alZZaEIWNKNidXp
EN1I13cm9YWitvVOC83MDZyczF2QnY52VdsdjhzK2JUdUIRVW 1GUWkwZTNoOHdUVHVsUzFIRXd5eGtlam
ElaUd2RTRNZTcraEdaSIhOelFRZ3ICb3hsZFhHbVJI5RmMVId29mOHK2VIRWSXRPUO0dBSIdIJVmMx6WnRXMO
Uyajc2W CsvNUIVWG95Zmt4bXZvWFdmdTBQOEwrazMwYKkRGNIcweC84MEIzQ3Y1dUN4SnA3NIINnQUk
RWZtZ2RULORQTnpvTzR5MTIUNIJIUi8vYVJI4ZEVFdHpYbDNybDESYWJIXdAXFVZiNjTkwxVOpvT1ZqZEZNd
U83N3pIJWHNUdVVmMSmi1ZenAxditNNFhCcko4aGxwek9kTzFtMVhVMOJtWE04T 1krOGtscFhyTOFYyRS9mMS
kFjWjdHTUVJIdVBmMSFBVM3FOMEdpSTFaUWdDZG1vSDdiclhSLONXOWhFdWO04ZXVjYVIscW95UUhvQ2h
ValJ5aldhNmVvaOG1VUzY2ZmRrbWdyWTh5UDhNWIEyME1UUGdFdkdaalkwVTJIKdWx3bTZ4Q1crSGs3Vn
NsbExsNkJIQ2pISHpIRCI9sOUIlidmIxYy9McnNRMWgxUEdyRGhvZWIISnFpbnB1ROMvM3d3akR6dnFBRncv
RGM5MS81ajdEVitYdEhtaGxvV3V3VWs5UmM5Z05pOTAzSHRIVERUA2hETW prvVVFaZmw0cXBmVy800U
M2VTVCaWtSQytCWVIIVjVHR296Z21MM]BTMHNXeGJIVYUV1SmMZTNOpZNGW3WHRFTjVacUxYcVYXNW
Z2QXNVQ2Z1VVYrSO0IFZ3VRd28wbnZEU25kWVAYRE1XQXVIZGpqaklhQ3BKSDJIpZIBFANNXMWIpbldsSIJ
zNmhGazVxSVUxcFEOdkJUT2d3S09BOWZLcVIITVRCL2EOYWErQOpub1ZMZVceya3dzTkk2MUS5GZUJIvQz
MrUGF4ZTY3bOIRUXBVSjIBRG96ejRmcEZ6¢cE8yUnU3ZkxvNGpSVIE9PTwveGVuYzpDaxXBoZXIWYWx1Z
T48L3hIbmM6Q2IlwaGVYyRGFOYT48L3hlbmM6RW5jcnlwdGVKRGFOYT4=</mod:ApplicationRequest>
</cor:uploadFilein>

</soapenv:Body>

</soapenv:Envelope>

The XML examples are distributed along with this document.

Appendix B: Web service URL

The URL of the web service is:

https://businessws.danskebank.com/financialservice/edifileservice.asmx

It is not possible to fetch the web service wsdl by appending “?wsdl’ to the URL. Instead, the wsdl must be
retrieved from the bank homepage.
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