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PKI1 Web Services

Danske Bank

Application Security Infrastructure

This document describes PKI Web Services implemented by Danske Bank. The PKI
Web Services enable bank customers to get and manage certificates for use in secure
communication with the bank.
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2. Log of changes

Version Author Date Change
0.1 Mikkel T. Jensen 21.09.2009 | Document created
1.0 Mikkel T. Jensen 23.09.2009 | Revised after review.
1.1 Mikkel T. Jensen 10.12.2009 | KeyGeneratorWnDetails element removed from

CreateCertificateand RenewCertificate. SSL encryption of
web services added. HMAC signature on
CreateCertificateRequest replaced by PIN.

1.2 Mikkel T. Jensen 16.04.2010 | Revocationchanged to revoke both signing and encryption
cert. Requestld elementmoved inside actual request elements
(schemachange). WSDL changedto only require encryption
of CreateCertificate and RenewCertificate requests.
Reference to ‘Encryption, Signing and Compression in
Financial WS’ added.

1.3 Mikkel T. Jensen 26.04.2010 | Updated example XML.

14 Mikkel T. Jensen 27.05.2010 | CRL distributionadded. Id attribute onrequestand response
elements changed to xml:id (schema change). Various
metadata elementsadded to headers and request elements
(schema changes).

15 Mikkel T. Jensen Additional error codes added.
1.6 Michael Andersen & 05.11.2010 | Bank CA certificate moved from GetBankCertificates to
Lea Troels Mgller Pedersen CreateCertificate and RenewCertificate.

Field “CAID” deleted from input to all operations.
CreateCertificate:
- Added CACert as output
- Changed returncodes, so no extra information is
given about whether a user exists.
RenewCertificate:
- Added CACert as output
- Changed returncodes so general codes are used
- Timestamp removed from output
RevokeCertificate
- CRLReasoncode changed from string to int.
CertificateStatus:
- Removed status “unknown” (now an error).
- CRLReasoncode changed from string to int.
- Added CertificateType to output to indicate signing
or encryption cert
- Added MatchingCertificateSerialNo to output to
identify matching signing/encryption certificate.
GetOwnCertificateList
- Added CertificateStatus to output in orderto savean
extra call to CertificateStatus operation
GetBankcCertificates:
- Removed input field KeyGeneratorType
- Removed input field Customerld
- Removed output field BankCACert
Added description of format for CertificateSerialNo.
Appendices now only represented by a letter.
Ilustrations of XML structure now before field explanations.
Error codes grouped and updated.
1.7 Lea Troels Mgller Pedersen | 2s5.11.2010 | Updated description of the customer test environment.
1.8 | LeaTroelsMgllerPedersen| o0s.12.2010 | Added UTC timestamp requirement.
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19 Michael Andersen 14.12.2011 | Added appendix D about a problem with verification of
XML-DSIG signatures in .NET.
2.0 Thomas Malmstram 10.07.2012 | Changed GetOwnCertificateL.ist to include revoked and

expired certificates.
2.1 Lea Troels Mgller Pedersen | 15.11.2012 | Name change to Danske Bank.

2.2 Prashanth Rai 22.02.2016 | 6.5 Updated the Environment attribute should be
“PRODUCTION” instead of “production”
2.3 Mikkel T. Jensen 05.12.2016 | Clarified that error responses are not signed. Wsdl and xsd

updated to havelocal schemareferences for XMLDSIG and
XMLENC schemas. Type added to

ExceptCertificateSerialNo element in xsd. Undoing faulty
updateregarding Environment attribute made in version 2.2.

24 Andreja Andric 27.07.2017 | Reformulations of several phrasings accordingto suggestions
from internal security experts

2.5 Mikkel T. Jensen 18.09.2018 | Updated section on certificate distribution and renewal.

2.6. Andreja Andric 21.03.2023 | Changed the title to PKI Web Services, fixed broken links
and removed the obsolete Appendix D.

2.7. Andreja Andric 18.08.2023 | Changed the Environment values to the correct value

customertest, wherever it indicated customer test
environment, but was stated in some other way, like test,
systemtest andthe like. Added that Requestld has a length
limitation of up to 10 characters.

2.8. Andreja Andric 05.09.2023 | Updated the algorithms in examples.
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3. Introduction

This document describes the PKI Web Services implemented by Danske Bank. The services are to
be used by customers for certificate creation and management. The certificates are to be used for
communication with the bank, e.g. to communicate with EDI Web Services.

4. Channels of communication

The services described in this document will be available as SOAP web services. Other channels
may be added later. The web services will be protected by SSL encryption, as well as encryption
applied at the message level.

The web services to be implemented are further described in WSDL file PKIService.wsdl and in the
XML schema file PKIFactory.xsd. The URL of PKI service is:
e https://businessws.danskebank.com/ra/pkiservice.asmx

5. Standards used

The PKI service is based on the following standards:

e XMLDSIG: XML Signature Syntax and Processing (Second Edition).
http://www.w3.0org/TR/xmldsig-corel/

e XML Encryption: XML Encryption Syntax and Processing. http://www.w3.0rg/TR/xmlenc-
core/

e X.509v3: Internet X.509 Public Key Infrastructure Certificate and CRL Profile.
http://tools.ietf.org/html/rfc5280

e PKCS#10: PKCS #10: Certification Request Syntax Specification Version 1.7.
http://tools.ietf.org/html/rfc2986

e SOAP: Simple Object Access Protocol. http://www.w3.org/TR/soap/

e WSDL: Web Services Description Language (WSDL) 1.1. http://www.w3.org/TR/wsdl

6. About the PKI service

The security used by the bank is based on PKI (public key infrastructure), which is based on public-
private key cryptography. In the bank setup, every customer has two certificates: one for signing,
and another for encryption. When the customer sends files to the bank, customer signs the message
using customer's private key corresponding to the customer's signing certificate. When the bank
sends files to the customer, bank encrypts the message using customer's public key corresponding to
the customer’s encryption certificate. The customer decrypts the message using customer's private
key corresponding to the customer's encryption certificate. Similarly, customer encrypts message to
the bank using bank's public key corresponding to the bank's encryption certificate, while bank
signs message to the customer using bank's private key corresponding to the bank's signing
certificate. Table 1 shows this relationship.

Encryption Decryption Signing Verification
Customer to Bank | Bank’s encryption | Bank’s private | Customer’s Customer’s public

certificate Key private key signing certificate
Bank to Customer | Customer’s Customer’s Bank’s private | Bank’s public signing

encryption private Key key certificate

certificate

Table 1. Summary of PKI service
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The certificates are organized in a hierarchy, the root of which is the bank root certificate. The bank
root certificate is a self-signed certificate and it is used to sign the other bank certificates. The bank
certificates are:

e Therootcertificate. This certificate is self-signed, and is obtained by the customer through
download from the bank homepage. The certificate is obtained in a package signed by
VeriSign, and the customer should verify this signature before trusting the certificate
received in the package. After this, the bank root certificate can be used by the customer
software to verify the other bank certificates.

e The CA (Certificate Authority) certificate. This certificate is used to sign customer
certificates. The bank has several CA certificates, the one relevant for a specific customer
depends on the customers relationship to the bank as well as the mechanism used by the
customer to generate the keys (generated in software or by a hardware security module).

e The encryption certificate. This certificate is used to encrypt messages sent to the bank.

e The signing certificate. This certificate is used to sign messages sent from the bank.
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The hierarchy of certificates is displayed in the diagram below.

Bankroot cert

Bank ti
an ecnecrrtyp on Banksigning cert BankCAcertl | ...... BankCA cert N
Customer Customer signing
encryption cert cert

6.1. Certificate distribution and renewal

Every certificate in the hierarchy has a certain lifetime. The lifetime of the bank root certificate is
20 years. For the other certificates, the lifetime is shorter (two years or less). Every time a certificate
is about to expire, a new certificate must be issued and distributed.

Regarding the customer certificates, the customer must call the RenewCertificate operation in order
to get a new set of certificates. This must be done before the old certificates expire.

Regarding the bank certificates, initial distribution of the root certificate, when the customer has
never used the PKI WS system before, is handled through another channel than the PKI service.
Contact support for details.

Once the customer has a valid root certificate, he uses the GetBankCertificates operation to fetch
the encryption and signing bank certificates. The operation is also used to fetch a new bank root
certificate if itis available. This is possible since a new root certificate is issued well before the old
root certificate expires, which means that the old root certificate and its associated signing
certificate can be used to verify the response in which the new root certificate is received.

The intermediate CA certificate used for a particular customer certificate is distributed along with
the customer certificates in the CreateCertificate and RenewCertificate operations. The lifetimes of
the intermediate CA certificate follow the lifetime of the issuing root certificate.
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Regarding the RSA key sizes of the certificates, the root and intermediate CA certificates are based
on 4096 bit RSA, while all other certificates are based on 2048 bit RSA.
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6.2. Certificate status

Each certificate has a status. The status of a certificate can be any of the following:
e Good: The certificate is valid, and will continue to be valid for a reasonable period of time.
e Expires soon: The certificate will expire soon, and should be renewed.

Expired: The certificate has expired and is no longer valid.

Revoked: The certificate has been revoked.

The following transition diagram shows the possible transitions between the statuses:

v

o—— Good

Expiressoon

3 3 4

h h 4

Revoked Expired

The bold boxes are final states. The statuses are changed by the following incidents:

Incident number Description

1 The certificate is issued. Prior to this, the certificate does not exist.

2 Time goes by, and the certificate gets sufficiently close to the
expiry date.

3 The certificate is revoked.

4 Times goes by, and the certificate expires.

6.3. The certificate generation process

When a customer needs to create an encryption and signing certificate pair, he generates two
public/private key pairs on his computer. The public keys are placed in PKCS#10 requests, which
are sent to the PKI service, using the CreateCertificate or RenewCertificate operations. The bank
inspects the PKCS#10 requests, and if all goes well, it issues certificates, signs them with the CA
certificate and sends the certificates to the customer. Notice that the private keys of the customer are
never revealed to the bank or to anybody else. Thus, since only the customer has access to the
private keys, only the customer is able to sign documents with the customer signature, and only the
customer is able to decrypt messages encrypted with the customer encryption certificate.

The bank strongly recommends that customers generate and store the keys using a HSM instead of
software. This is because the private keys are much more difficult to steal if they are stored in a

HSM. The CreateCertificate and RenewCertificate operations take as input the source of the keys
(software or HSM). It is up to the customer to set this parameter correctly, since there is no way for
the bank to verify the source of a specific key. The reason the bank needs to know the source of the
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key is that certificates based on HSM keys may be granted a longer duration, and that in certain
situations in which bank security is attacked, it can be advantageous to know the source of the keys.
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The customer’s public key has to be 2048 bits long (shorter keys will be rejected). The length of the
bank’s public key is also 2048 bits.

6.4. Bank CRL distribution

The bank distributes a CRL (Certificate Revocation List) of revoked bank certificates. Only bank
certificates will be in the list, while revoked customer certificates will not be found in the CRL. The
CRL is returned as a standard ASN.1 DER encoded CRL according to RFC3280. The CRL is
issued every 24 hours, and is valid for 48 hours. It is the responsibility of the customer software to
regularly fetch the updated CRL, and to validate the bank certificates used in communication
against the CRL.

The CRL will be distributed via http at the endpoint specified in the root certificate.

6.5. Calling the service during development

During integration to the service, it is possible to call some of the operations in a test-mode, which
makes sure no changes are made to the bank database. While working in test-mode, the operations
effectively work in a dummy mode, which means no real certificates are issued, and no revocations
are made. This also means that the return values from operations working in test-mode will be
dummy data.

Test-mode is available for all operations but GetBankCertificate behavesthe same in test-mode and
production mode. CertificateStatus and GetOwnCertificateList are safe to call in production mode
in the sense that they do not make any changes to the bank databases. However, test-mode is
provided so it is easier to test that different output is handled correctly.

The operations are called in test-mode by setting the Environment attribute found in the
RequestHeader to ‘customertest’. For CreateCertificate, RenewCertificate, and RevokeCertificate
the Environment attribute must also be set to ‘customertest’ in the operation specific request
element.

When calling the real operations, the Environment attribute must be set to ‘production’ or left out
completely, which defaults to ‘production’.

Operation Behavior in test-mode
All The following is checked for all operations before anything
else:

e Compliance with the WSDL and XML schema

e Correct signature (when applicable)

e Understandable encryption (when applicable)

e Uniqueness of Requestld, Customerld, and Timestamp
combined

e Timestamp is neither too old nor too far in the future
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CreateCertificate The pin 1234 will give a valid response back. Anything else
gives return code 20.
RenewCertificate Any PKCS#10 request that starts with “M” gives a valid

response. Any other value in the PKCS#10 request gives return
code 10 suggesting a problem with the PKCS#10 requests.
RevokeCertificate The serial numbers 5169000000001702 and
3379000000001502 will not be found. Anything else gives a
valid response back.
CertificateStatus Any serial number notendingin 01 or 02 will not be found. For
other serial numbers the following statuses are reported:
e Serial number starting with 0: Status “Revoked”. Expiry
date and revocation time are hardcoded.
e Serial number starting with 1: Status “Expired”. Expiry
date will be yesterday.
e Serial number starting with 2: Status “Expires soon”.
Expiry date will be tomorrow.
e Any other serial number: Status “Good”. Expiry date
will be a year from current date.
GetOwnCertificateList 4 hardcoded certificates (2 certificate pairs) are returned. 2 will
have status “Good” and 2 will have status “Expires soon”.
Expiry dates are are formatted identical to those from
CertificateStatus.
Customerld “207161” or Requestld “123456789” gives return
code 11, “User not authorized”.
GetBankCertificate Same behavior as production mode.

6.6. The Requestld element

Each request element has a sub-element called Requestld. Requestld should be 10 characters or less
in length. In combination with the Customerld sub-element and the Timestamp sub-element, this ID
should always be unique.

6.7. The Timestamp element

Every request has a sub-element that is named Timestamp. This element contains the time at which
the request was generated. UTC (Zulu) time must be used. Requests with timestamps that differ
more than 10 minutes from the current time will be rejected.

6.8. Regarding digital signatures and encryption

The specifications for XML encryption and XML digital signatures contain some degrees of
freedom as to how the elements inside the encrypted data and digital signatures should be used. The
encrypted data and digital signatures used for the PKI service should satisfy the requirements
described in the document

Encryption, Signing and Compression in Financial Web Services

which can be obtained from the bank.
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Example XML satisfying the requirements can be found in appendix B.
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6.8.1. References and id-attributes in signatures

The signature type used in requests and responses is enveloped style. For requests, the signature
must sign the actual request element (e.g. the RenewCertificate element). The remainder of the
request is not signed. In responses, the signature will cover the actual response element (e.g.
RenewCertificateResponse). The remainder of the response is not signed.

In responses from the bank, the signatures will reference the xml:id attribute of the response
element. An example of this is the response found in appendix B. The RenewCertificateResponse
element has the attribute xml:id="response”, while the enveloped signature contains a Reference
element with an attribute URI="#response”. This means that the signature on the response element
can be verified while the response element is inside the SOAP message, as well as in a context
where the surrounding XML has been stripped.

Customers are encouraged to use the same kind of referencing when signing requests, but since
signatures on requests will be verified in a context in which the SOAP message has been stripped
and in which the Request element is the root element, signatures containing Reference elements
with URI="" (whole document) references will also be accepted, provided the signature covers the
actual request element and none of its sibling or parent elements.

7. Operation and message types

The operations and messages are described in a WSDL file (PKIService.wsdl) and an XML schema
file (PKIFactory.xsd). The operations are the following:
o CreateCertificate
RenewCertificate
RevokeCertificate
CertificateStatus
GetOwnCertificateList
GetBankCertificates

For each operation there is a Request element (e.g. CreateCertificateRequest) and a Response
element (e.g. CreateCertificateResponse). The operations share header elements in the form of the
RequestHeader and ResponseHeader elements.

In the next sections, the general aspects of the operations as well as the specific requests and
response will be described.

7.1. Generally about all of the operations
All of the operations use the following message structure:
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soap:Envelope

soap:Header soap:Body

CreateCertificateln

CreateCertificate
Request
(encrypted)
(signed)

RequestHeader

The diagram is based on the CreateCertificate operation, but the structure is the same for all of the
operations. Since the transport used is SOAP webservices, the topmost element is a SOAP
envelope. This contains a SOAP header and a SOAP body. The soap body contains the
CreateCertificateRequest and a RequestHeader. The header contains information such as request id
and environment identification (customertest, production), while the actual request data are located
in the CreateCertificateRequest element. This element is signed by the sender, and encrypted while
in transit.

The structure is the same for all of the requests, except the CreateCertificateln and
CreateCertificateRequest elements are replaced by other elements (the names match “*In” and
“*Request”). The same structure is used for the responses. For these, the elements named “*In” are
replaced by “*Out”, while the request elements “*Request” are replaced by “*Response” elements.
For responses, the RequestHeader is replaced by a ResponseHeader.

Regarding the use of encryption, messages containing sensitive information are encrypted, while
messages without such content are not encrypted. In this context, sensitive information is requests
for certificates (since they may be based on a secret PIN, and since they may contain a challenge
password to be used for revocation at a later timel). When encryption is used, the relevant request
element is replaced by an EncryptedData element from the XML encryption standard. This element
can be decrypted into the request element using standard tools.

Regarding signatures, most of the messages are signed, since the signatures are necessary to
guarantee that the other party is in fact who he claims to be, and in order to ensure the messages are
not changed in transit. The only request elements which are not signed are the
GetBankCertificateRequest and the CreateCertificateRequest.

1 The challenge password functionality for revocation will not be supported in the first version of the
PKIService, but it may be added at a later stage.

Version 2.7 Page 11 of 39




e Regarding GetBankCertificateRequest, the element is not signed since the operation must be
callable in a situation where the client does not yet have a certificate. Since there is nothing
sensitive about the bank certificates, there is no risk in not signing these request elements.

¢ Regarding CreateCertificateRequest, it is impossible for the client to sign the request using a
certificate (since the client has no certificate when calling the operation). Instead,
authentication is done using a PIN inside the request. The integrity of the request is secured
by encryption.

All of the response elements are signed, except error-responses. The signatures used are enveloped-
style.

05-09-2023

All of the operations return ReturnCode and ReturnText elements. If the operation failed, they will
contain information about the error (the elements will be contained in a PKIFactoryServiceFault
element, and there will be no response element). If the operation succeeded, they will be contained
in the response element. PKIFactoryServiceFault elements are neither signed nor encrypted.

The operations that have “CertificateSerialNo” as input or outp ut expect the content of the field
“Serial Number” from an X.509 certificate. The format must be decimal (e.g. 6230000005018301)
and not hexadecimal (e.g. 162226E93FF2BD).

7.1.1. Header content
The RequestHeader element contains the following sub elements:

Sub element Meaning

Senderld String identifying the sender of the request. In some cases, the
Senderld will be identical to the Customerld, in other cases it
may be something else. The customer will be told what value to
use.

Customerld String identifying the customer of the request. The content of
the element must match the content of the Customerld element
found in the actual request element. The customer will be told
what value to use.

Requestld String identifying the request. The combination of Customerld
and Requestld must be unique for 3 months. The content of the
element must match the content of the Requestld element found
in the actual request element.

Timestamp The time at which the request was sent. UTC (Zulu) time must
be used.

InterfaceVersion A string identifying the version of the PKIService. The current
version is 1.

Environment A string identifying the environment. The environments

relevant for customers are:
e production: The production environment issuing
certificates to be used with the banking software.
e customertest. A test environment for customers to use
when they are creating the integration to the PKIService.
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The ResponseHeader element contains the following sub elements:

Sub element Meaning

Senderld The value from the RequestHeader is echoed.

Customerld The value from the RequestHeader is echoed.

Requestld The value from the RequestHeader is echoed.

Timestamp The time at which the response was generated. UTC (Zulu) time
will be used.

InterfaceVersion A string identifying the version of the PKI service. The current
version is 1.

Environment The value from the RequestHeader is echoed.

7.1.2. Faults

If an error occurs during the processing of an operation, a PKIFactoryServiceFault is returned. If
InterfaceVersion is 1, the PKIFactoryServiceFault is wrapped in a normal SOAP envelope.
PKIFactoryServiceFault is not signed. The fault contains the following sub elements:

Sub element Meaning

Senderld The value from the RequestHeader will be echoed, if possible.

Customerld The value from the RequestHeader will be echoed, if possible.

Requestld The value from the RequestHeader will be echoed, if possible.

Timestamp The time at which the response was generated. UTC (Zulu) time
will be used.

InterfaceVersion A string identifying the version of the PKI service.

Environment The value from the RequestHeader will be echoed, if possible.

ReturnCode A code identifying the type of error.

ReturnText A textual description of the error.

AdditionalReturnText | In some cases this element will contain extra information
regarding the error. This element is optional.

A list of error codes can be found in appendix A.

7.2. Specific operations
In this section, the different operations, their parameters and return values are described.

7.2.1. CreateCertificate

The CreateCertficate operation is used if the customer has no valid signing certificate (e.g. the first
time the customer needs to create certificates). The parameters in the CreateCertificateRequest are
as follows:
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Sub element Meaning

Customerld A key identifying the customer. Each customer will be informed
about the value to use.

KeyGeneratorType Information about the mechanism used to generate the keys.
The element KeyGeneratorType should hold the value ‘HSM” if
the keys are generated by and stored in hardware and ‘software’
otherwise.

EncryptionCertPKCS10 | A base64binary encoded PKCS#10 request. The request

contains the public key of the encryption certificate to be issued.
The PKCS#10 specification allows for other attributes, but these
are not used in the resulting certificate. The bank’s existing
information about the customer will always be used.

SigningCertPKCS10

A base64binary encoded PKCS#10 request. The request
contains the public key of the signing certificate to be issued, as
well as other attributes (e.g. name).

The PKCS#10 specification allows for other attributes, but these
are not used in the resulting certificate. The bank’s existing
information about the customer will always be used.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The combination of Customerld
and Requestld must be unique for 3 months.
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Environment A string identifying the environment. The environments
relevant for customers are:

e production: The production environment issuing
certificates to be used with the banking software.

e customertest. A test environment for customers to use
when they are creating the integration to the PKI
service.

If the element is not present, the production environment will be
used.
PIN The PIN code.
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All of these parameters except Environment are mandatory.

The return values of the operation are contained in the CreateCertificateResponse element:

B attributes |

———————— bl
1
1

] See
http i w3 org S TR ml-i
df For

inFormnation
about this atbue,

—Ftns:ﬂeturntmle |

CreateCertificateResponse EI—

—Ftns:ﬂeturnTem |

Fesponse ko a
CreateCanificateRequast,

—Ftns:Encr;.,-']}tionCert

—Ftns:ﬂignillﬂc&" |

Sub element Meaning
ReturnCode The return code of the operation call. If the code is ‘00’, all
wentwell. If the code is ‘20’ then any of the following could
have occurred:

- Customerld does not exist

- Customerld is locked

- wrong PIN

- PIN has already been used
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- PIN has expired

- there is no PIN assigned to the user
The reason that these are all covered by 1 code is to avoid
letting out information about whether or not a particular
Customerld exists in the system (prevent systematic exploits).

Other possible return codes are of a more technical nature
concerning SOAP, encryption etc. and are listed in appendix
A.

ReturnText A text describing the status of the method call.
EncryptionCert The base64 encoded customer encryption certificate.
SigningCert The base64 encoded customer signing certificate.

CACert CA certificate that EncryptionCert and SigningCert are issued
under. This will always be issued under the current root
certificate, which is distributed by the operation
GetBankCertificates.

Requestld String identifying the request. The Requestld from the request
is returned.

Environment A string identifying the environment. The string sent in the
request is echoed back to the customer.

Signature An enveloped signature signing the CreateCertificateResponse
element. The signature is based on the bank signing certificate.
The customer should always verify the signature. If the
signature does not validate, the result returned should not be
trusted, and the bank should be contacted.

7.2.2. RenewCertificate

The RenewCertficate operation is used to renew customer certificates if the customer has a valid
signing certificate. The parameters in the RenewCertificateRequest are as follows:
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B attributes |

________ -
1
1

— See
hetp i 2 org S TR fornl-i
dJ Far

inforrnation
about thiz atthbute,

—Ftnﬂ:l:usmmerltl

RenewCentificateRequest E]—

Fequest ta renew a signing cettificate
and an encryption certificate For the
custorner, The customer is identified
by an agreerent number and a
narne, The requast iz signad with the
custornets ald signing certificate,

—Ftn&:lﬂieyﬁeneratc-rTm:e |

—Ftn*:.:En{:r_',.f]rtionCertPHCM1]' |

—Ftlm:ﬂiuningCenPHCSW |

—Fm*:.:Timestamll |

“tns:Requestld

Sub element Meaning

Customerld See description in CreateCertificateRequest, section 7.2.1.
KeyGeneratorType See description in CreateCertificateRequest, section 7.2.1.
EncryptionCertPKCS10 | See description in CreateCertificateRequest, section 7.2.1.
SigningCertPKCS10 See description in CreateCertificateRequest, section 7.2.1.
Timestamp The time at which the request was generated. UTC (Zulu) time

must be used.
Requestld String identifying the request. The combination of Customerld

and Requestld must be unique for 3 months.

Environment

A string identifying the environment. The environments
relevant for customers are:

e production: The production environment issuing
certificates to be used with the banking software.

e customertest. A test environment for customers to use
when they are creating the integration to the PKI
service.

If the element is not present, the default is “production”.

Signature

An enveloped signature signing the RenewCertificateRequest
element. The signature is based on the customer’s existing
signing certificate. If the signature does not validate, no
certificates will be issued.

All of these parameters are mandatory except Environment.
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The return values of the operation are contained in the Renew CertificateResponse element. This
element is structurally identical to the CreateCertificateResponse element, see section 7.2.1. There
are differences in returncode values (“User not authorized” / ”User Locked” instead of “Wrong

Customerld or PIN™).
[El attributes |

________ -
1
1
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http Mg = arg S TR forrl-i
dr For

inFarrnation
about thiz attrbuote,

—Fms:ﬂeturntml& |

RenewCertificateResponse EI—

—Fms:HeturnText |

Fezponse o a
RenewCetificateRequast,

—Ftns:EncmnionCen

—Ftns:ﬁigningﬁen

—|Etns:l:.ﬂ|.!:ert

Etns:Heuuesﬂ{I |

7.2.3. RevokeCertificate

The RevokeCertificate operation is used to revoke certificates. Certificates should be revoked if
they are no longer needed by the customer (e.g. if the customer is no longer a customer in the bank)
or if the private keys of the certificates are compromised. The certificates will be revoked
immediately by the PKI service. Instead of calling the RevokeCertificate operation, it is also
possible for the customer to call the bank customer centre and ask for certificate revocation.

Note: Since the certificates are issued in pairs (one encryption certificate and one signing
certificate), they are also revoked in pairs. This means that if a request indicates revocation of an
encryption certificate, the corresponding signing certificate will also be revoked and vice versa.
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elements:
(B sttribates |

. xmikid |

I
htep e o3 org TR fornl-i
e informatian
about this attribute,

—Ftns:lﬂeyﬁeneratoﬂm:e |
RevokeCertificateRequest EI— = tns:Customerld
- tnsExceptCertificateSeriallo |
1.40

Sub element Mandatory | Meaning

KeyGeneratorType M Information about the mechanism used to generate
the keys. Can be ‘HSM’ or ‘software’.

Customerld M See description in CreateCertificateRequest, section
7.2.1.

RevokeAll @) This element (if present) indicates that all of the
customer’s certificates (of the type
KeyGeneratorType) should be revoked.

The optional sub element ExceptCertificateSerialNo
can be used to indicate certificates that should not be
revoked.

CertificateSerialNo @) Contains the serial number of the certificate(s) to be
revoked. Up to 10 CertificateSerialNo elements may
be present.

CRLReason 0] A reason code describing why the certificates are to
be revoked. The allowed reason codes are listed in
appendix C.

Timestamp M The time at which the request was generated. UTC
(Zulu) time must be used.

Requestld M String identifying the request. The combination of
Customerld and Requestld must be unique for 3
months.
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Environment (@)

A string identifying the environment. The
environments relevant for customers are:

e production: The production environment
issuing certificates to be used with the
banking software.

e customertest. A test environment for
customers to use when they are creating the
integration to the PKI service.

If the element is not present, the default is
“production”

Signature M

Enveloped signature signing the
RevokeCertificateRequest element. Must be based

on the customers signing certificate.

One of the RevokeAll or CertificateSerialNo elements must be present.

The RevokeCertificate operation returns a RevokeCertificateResponse element, which contains the

following sub elements:

RevokeCertificateResponse EI—

B attvibutes |

pxmbid
Ses
heep i = org TR ml-i
df Far
inForrnation
about this attvbute,

—Ftns:ﬂeturnl:cr{le |

—Ftns:ﬂeturnTe:-rt |

—Fms:ﬁenificateﬂerialﬂ-}

L —T

1.0

[:: —Ftns:ﬂewcmimﬂime|

Sub element Meaning

ReturnCode The return code of the operation call. If the code is ‘00°, all went
well. The possible return codes are listed in appendix A.

ReturnText See description in CreateCertificateResponse, section 7.2.1.
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CertificateSerialNo Serial number of certificate revoked. There will be one
CertificateSerialNo element for every certificate revoked.
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RevocationTime The time from which the certificates is invalid. UTC (Zulu) time
will be used.

Requestld String identifying the request. The Requestld from the request is
returned.

Environment A string identifying the environment. The string sent in the request
Is echoed back to the customer.

Signature An enveloped signature signing the RevokeCertificateResponse

element. The signature is based on bank signing certificate. The
customer should always verify the signature. If the signature does
not validate, the result returned should not be trusted, and the bank
should be contacted.

7.2.4. CertificateStatus

This operation is used to get the status of a number of certificates. The idea behind the operation is
that the customer software should automatically call it regularly (e.g. every day) to check, if the
certificates should be renewed. It is also possible for the customer software to look inside the
certificate to see the expiry date, but some customers may find it easier to call the service. The
CertificateStatusRequest element has the following sub elements:

B sttrivutes

pxmbid
1 See
http i 2 org TR fml-i
d) Far

infarrnation
about this atthbute,

CertificateStatusRequest E]— |'ms:HeyGenerat0rTy1:—e |
—Ftns:l:&rtiﬁcﬂteﬂerialllﬂ ]
1.10
_@E'_—Fms:l:usmmerld |

—Ftns:Timestamp
. Etnﬂ:Hequesﬂ{I |
‘- 1atls:Signature

Sub element Meaning

KeyGeneratorType Information about the mechanism used to generate the keys. Can

be ‘HSM’ or ‘software’.
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CertificateSerialNo The serial number of the certificate. Up to 10 CertificateSerialNo
elements can be present.

Customerld See description in CreateCertificateRequest, section 7.2.1.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The Requestld from the request is
returned.

Signature Enveloped signature signing the CertificateStatusRequest
element. Must be based on the customers signing certificate.

All of the sub elements are mandatory.

The operation returns a CertificateStatusResponse element, with the following attributes:
3= attributes

.........

See
hitp sl a2 org TRl
df For

infarmnation
abiut this attribute,

Ftns:ReturnCode
Fitns:ReturnText

——————————————

tns:CertificateStatusType

Ftns:CertificateSerialllo

|
|
|
|
|

Certificate StatusResponse EI—

—Ftns:Matching(:ertificateSerialIlo |

B attributes
ns:good L o expiryDate !
140 Lt | 'resssdssases
B attrivutes

:
|

|

| (et BB E

| [nexpived &
|

|

|

|

|

tnsrrevoked [ .

.- |
s Requestia |
Sub element Meaning
ReturnCode The return code of the operation call. If the code is ‘00°, all went
well. The possible return codes are listed in appendix A.

ReturnText See description in CreateCertificateResponse, section 7.2.1.
CertificateStatus Element holding the following sub elements:

o CertificateSerialNo: The serial number of the certificate.

o CertificateType: either “signing” or “encryption”
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e MatchingCertificateSerialNo: If CertificateType is
“signing” then this field contains the serial number of the
“encryption” certificate (and vice versa).

e Status: element containing one sub element, see the
description in the following table.

Timestamp A timestamp indicating at what time the status was taken. UTC

(Zulu) time will be used.

Requestld String identifying the request. The Requestld from the request is

returned.

Signature An enveloped signature signing the CertificateStatusResponse

element. The signature is based on the bank signing certificate.

The customer should always verify the signature. If the signature

does not validate, the result returned should not be trusted, and

the bank should be contacted.

05-09-2023

The Status sub-element within the CertificateStatus element contains one of the following sub
elements:

Sub element Meaning
good The certificate status is good. The element has an attribute called
expiryDate containing the time of expiry.
expires_soon The certificate is still valid but must be renewed. The element has
an attribute called expiryDate containing the time of expiry.
expired The certificate has expired. The element has an attribute called
expiryDate containing the time of expiry.
revoked The certificate has been revoked. The element has two attributes
e revocationDate containing the time of revocation. UTC
(Zulu) time will be used.
e CRLReason containing the reason for revocation. The list
of possible values can be found in appendix C.
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7.2.5. GetOwnCertificateList

This operation returns the list of serial numbers of all certificates with the following statuses :
“good”, “expires_soon”, “revoked” and “expired” owned by the customer, including their statuses.
The list includes all certificates issued to the customer of type “KeyGeneratorType”.

The format of the list is similar to that of the operation CertificateStatus.

The GetOwnCertificateListRequest element contains the following sub elements:

B attrivutes |

________ -
1
1

— See
http s = arg S TR forl-i
d For

infarmnation
abaut thiz attrbute,

GetdwnCertificateListRequest EI—

—Fms:HeyGeneramrTmle

—Fms:l:ustcrn'n&rlil |

_@B_—Fms:ﬁmestamp |

Etn.s:m&ql.u&stltl |

1
1
1
1
L

Sub element Meaning

KeyGeneratorType Information about the mechanism used to generate the keys. Can
be ‘HSM’ or ‘software’.

Customerld See description in CreateCertificateRequest, section 7.2.1.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The Requestld from the request is
returned.

Signature Enveloped signature signing the GetOwnCertificateListRequest
element. Must be based on the customers signing certificate.

All of the sub elements are mandatory.
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——————————————— —

tns:CertificateStatusType

‘ tns:CertificateSeriallio
GetOwnCertificateListResponse $— = —
‘ tns:Certificate Type

Tt ingCertifi iallo |

B attributes
- tns:CertificateStatus [ —
| Sgeeuugeiypgioyiegegpupu : Ea. tns:good [ 1 expiryDate !

5
. B attributes

Sub element Meaning

ReturnCode The return code of the operation call. If the code is ‘00°, all went
well. The possible return codes are listed in appendix A.
ReturnText See description in CreateCertificateResponse, section 7.2.1.
CertificateStatus See description in CertificateStatusResponse, section 7.2.4.
Requestld String identifying the request. The Requestld from the request is
returned.

Signature An enveloped signature signing the
GetOwnCertificateListResponse element. The signature is based
on bank signing certificate. The customer should always verify
the signature. If the signature does not validate, the result
returned should not be trusted, and the bank should be contacted.

7.2.6. GetBankCertificate

The GetBankCertificate operation returns the current bank certificates. The operation is used to
keep the bank certificates kept by the customer up-to-date. The customer software is supposed to
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automatically call the service at regular intervals and update the bank certificates stored by the
customer.
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In order to be able to verify the signature on the response, it is necessary for the customer to have a
valid bank root certificate. Since the root certificate will also be updated over time, it is also
included in the reply.

The operation is not supposed to be used in situations where the customer does not have a valid
bank root certificate. In such situations the customer must obtain the bank root certificate by other
means (maybe on a CD obtained from the bank, the exact mechanism for initial root certificate

distribution is yet to be decided).

The GetBankCertificateRequest element has the following sub elements:

=] attributes |

________ -
1
1

1 See
http s w2 arg S TR fornl-i
I Far
infarmnation
about this attrbute,

GetBank CertificateRequest EI—

Etn. s:BankRootCentificateSeriallo

Elllﬂ:Til‘ll-&St’ﬂl‘l‘lp

Elllﬂ:H-&ﬂll-&sﬂ{l

Sub element Meaning

BankRootCertificateS | Serial number of the newest bank root certificate trusted by the

erialNo customer. The parameter is necessary in order for the bank
software to identify the signing certificate to sign the response.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The Requestld from the request is
returned.

All of the sub elements are mandatory.
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The GetBankCertificatesResponse element contains the following sub elements:

B attributes |

-------- A
1

1 -
:,xnﬂdd !
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— See
http S w3 kg S TR frl-i
di Far

inForrnation
about this attrbute,

—Fms:ﬂ&turntwl&

GetBankCertificateResponse EI—

Response to a GetBankCerificate request, —Flns:ﬂ-&turnTe:ﬂ
Zontains the relewant bank certificates,

—Fm s:BankEncryptionCert

—@E——Fm s:BankSigningCent

—Ftns:ﬂank RootCert

Sub element Meaning

ReturnCode The return code of the operation call. If the code is ‘00°, all went
well. The possible return codes are listed in appendix A.

ReturnText See description in CreateCertificateResponse, section 7.2.1.

BankEncryptionCert The newest base64 encoded bank encryption certificate issued
under BankRootCert.

BankSigningCert The newest base64 encoded bank signing certificate issued under
BankRootCert.

BankRootCert The current base64 encoded bank root certificate.

Requestld String identifying the request. The Requestld from the request is
returned.

Signature An enveloped signature signing the

GetBankcCertificatesResponse element.

The customer should always verify the signature. If the signature
cannot be verified, the result returned should not be trusted, and
the bank should be contacted.

In addition to verifying the signature itself, the certificate used
should always be checked against the root certificate indicated in
the request.

The bank certificate used for signing is included in the signature
block and is the newest bank signing certificate issued under the
root certificate indicated by the serial number in the request.
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It is not necessarily the same as the certificate in the field
“BankSigningCert”. This will be the case when a new root
certificate (and corresponding tree) exists.
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Appendix A: Error codes

The following is a list of error codes and descriptions of the error.

General errors (shared between operations):

Error Code Description

00 No error. Operation went OK.
01 Malformed XML.

02 Invalid signature.

03 Decryption error.

04 Signing certificate expired.

05 Encryption certificate expired.
06 Missing signature.

07 Schema validation error.

08 Signing certificate not valid or trusted.
09 Input error.

10 Other backend error.

11 User not authorized.

12 User locked.

99 Unknown error.

CreateCertificate:

Error Code Description

20 Wrong Customerld or PIN (or other PIN error)
RevokeCertificate:

Error Code Description

30 Some certificates could not be revoked (revoked certs are listed).

GetBankCertificates:
Error Code Description
40 Unknown root certificate serial number.

Additional error codes may be added at a later time.
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Appendix B: Example XML

a. RenewCertificateRequest example

This appendix shows the process of building a request to the PKI service. The examples have been
modified in order to improve readability.

The five XML documents in this example are distributed along with this document as well as
examples for the other operations in the PKI service.

The content of the PKCS#10 requests in the requests does not match the certificates returned. Note
also that the content of the certificates should not be taken as representative of how the real
certificates will look.

I. Unsigned request element
The following is an example RenewCertificateRequest. The request is neither signed nor encrypted.

<tns:RenewCertificateRequest xmins:xe="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xd="http://www.w3.0rg/2000/09/xmldsig#" xmins:tns="http://danskebank.dk/PKI/PKIFactoryService/elements"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmIns:pkif="http://danskebank.dk/PKI/PKIFactoryService">

<tns:Customerld>360817</ths:Customerld>

<tns:KeyGeneratorType>software</tns:KeyGeneratorType>

<tns:EncryptionCertPKCS10>MIIBnTCCAQYCAQAWXTELMAKGALIUEBhMCUOcXETAPBgNVBA0 TCEOYQ3J5¢cH
RVMRIWEAYDVQQDEwWIsb2NhbGhvc3QxJzAIBgkqhkiGOwWOBCQEWGGFkbWIuQHNIcnZlci5leGFtcGxILmRvbTCBnzAN
BgkghkiGOwOBAQEFAAOB|QAwWG YKCgYEArinYY1Qrll1ruB/FglCRrr5nvupdIN+3wF7g915tvEQoc74bnu6b8lbbGRMhzd
zmvQ4SzFFVEAUMMUTHeybPg5th 7YDrTNizKKxOBnqE2KYuX9X22 A1Kh49s0JJFg6kPbOMUgiZBiMIvtb7K3CHfgw5Wa
gWnLI8Lb+ccvKZZI+8CAWEAAAAAMAOG CSqGSIb3DQEBBAUAAAGBAHPORp5YS55CZpy+wdig QEwjL/wSluvo+Wijtpv
POYoBMJu4VMKeZi405R7080EwiPdIrrliKNkn FmHKIaCKTLRcU59ScA6ADEIWUzgmUzP5Cs6jrSRo3NKfg1bd 09D 1K9rs
QkRc9UrvOmRBIsredGnYECNeRaK5R1yzpOowninXC</tns:EncryptionCertPKCS10>

<tns:Signing CertPKCS10>MIIBXjCByAIBADAfMQswCQYDVQQGEWJIGSTEQMA4GALUE AXMHZXQgbmF2bjCB
nzANBgkqhkiG9wOBAQEFAAOBjQAwg YkCg YEAN4fmoxL7BUtZAcj710XjvhJsh YIRg4ggYe76Mmtmkm7xjEJv2g GLOE5SY
glaJJauGncFMKo3/00KJ92XVDAWZg6SY|j5cXnsQR3rDo6990cczvLluu7UuaNcXw3sd4Gtfdo PveKQCbKpp 9xXPCydFp9
syT7TWAk2L268eued UC4g938CAWEAAAAAMAOG CSqGSIb3DQ EBBQUAAAGBABWUrQs6f7Ue 6YONH YPfdWo3gBRXnB
0/d3Wt2yil2NkFwizbq/ZsJOwDQ7W4Dg9hRndROjOZTmn YeNKRSJOYHzGrLbgZto 7mezd NsW2QL56Csd Ah7U7jYo40f
gdTyc8XQmnsYbspRShV28gOkKgfQCZ3A/0AYKmICEC83ZhkG+10 </tns:Signing CertPKCS10>

<tns:Timestamp>2022-05-20T12:20:19Z</tns:Timestamp>

<tns:Requestld>398</tns:Requestld>
</tns:RenewCertificateRequest>
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ii. Signed request element
This is an example in which the RenewCertificateRequest has been signed:

<tns:RenewCertificateRequest xmins:pkif="http://danskebank.dk/PKI/PKIFactoryService"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:xe="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xd="http://www.w3.0rg/2000/09/xmldsig#" xmins:tns="http://danskebank.dk/PKI/PKIFactoryService/elements">
<tns:Customerld>360817</tns:Customerld>
<tns:KeyGeneratorType>software</tns:KeyGeneratorType>

<tns:EncryptionCertPKCS10>MIIBnTCCAQYCAQAWXTELMAKGA1IUEBhMCUOcXETAPBgNVBA0OTCEQyQ3J5cHRVMRI
WEAYDVQQDEwWIsb2NhbGhvec3QxJzAIBgkghkiGOwOBCQEWGGFkbWIuQHNIcnZIcisleGFtcGxILmRvbTCBnzANBgkghk
iGOWOBAQEFAAOBjQAwWgYKCgYE

ArlnYY1Qrll1ruB/FgqlCRrr5nvupdIN+3wF7q915tvEQoc74bnubb8lbbGRMhzd zmvQ4SzFfVEAUMMUTHeybPg5th 7YDrTNi
zZKKxOBngE2KYuX9X22A1Kh49s0JJFg6kPh9MUgiZBiMIvtb7K3CHfgw5WagWnLI8Lb+ccvKZZI+8CAWEAAaAAMAOGC
SqGSIb3DQEBBAUAA4AGBAHPORp5YS55CZpy+wdig QEwjL/wSluvo+WjtpvP0YoBMJu4VMKe Zi405R 7080 EwiPdIrrliKNk
nFmMHKIaCKTLRcU59ScA6ADEIWUzgmUzP5Cs6jrSRo3NKfg1bd09D1K9rsQkRc9UrvOmRBIsredGn YECNeRaK5R 1yzp
OowninXC</tns:EncryptionCertPKCS10>

<tns:SigningCertPKCS10>MIIBXjCByAIBADAfMQswCQYDVQQGEwWJGSTEQMA4GALUEAXMHZXQgbmF2bjCBnzANB
gkahkiGOWOBAQEFAAOBjQAWg YkCg YEAN 4fmoxL7BUtZAcj710XjvhJsh YIRg4ggYe76Mmtmkm7xjEJv2g GLoE5YglalJa
uGncFMKo3/00KJ92XVDAwWZg6SYj5cXnsQR3rDo699occzviuu7UuaNcXw3sd4Gtfdo PveKQChbKpp9xXPCydFp9sy T7W
Ak2L268eued UC4g938CAWEAAAAAMAOGCSgGSIb3DQ EBBQUAA4GBABwWuUrQs6f7Ue6YONhYPfdWo3qBRXnBo/d3Wt
2yil2NKkFwizbq/ZsJOwDQ7W4Dg9hRnNdROjOZTmn YeNKRSJOYHzGrLbgZto 7mezd NsW2QL56CsdAh7U7jYo40fgdTyc8
XQmnsYbspRShV28gOkKgfQCZ3A/0AYKkmICEC83ZhkG+10 </tns:Signing CertPKCS10>

<tns:Timestamp>2022-05-20T12:20:19Z</tns:Timestamp >

<tns:Requestld>398</tns:Requestld>

<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>hzgI5MV+vAsNCdMPnDSjXP8X8DONRyp V5dkpWW 7+VKE=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>
Gl+qRm4tHaEI5viuMtg p 8QtHUwwSrn UA+8YJI5fBLSXN7cRelNwDmBxxkzj5wtvNINf6Bn cGtftM7FMIy Ug 4f2Q/SB69
EOssF17CRdsvQtYBvMZqu7jerQeTarRInVvMuoITOwWFqjiEvkocTYRUVCpHS026R0j19LUVSN27fSnOGCh7UZZy
Y7jpn2rnOuuqW8IDcqiGY8zUU1/QdAiGSWLLIALQIkWIsHd ulu9QABWZsug Gs1Yd50k+gXswrMyksjjaOMz1Zud 4l
cBu/xFnobF+QsyvrxHYMuOwFc/Fild8n8poqHvll7I4pYqPyTMG5fLun ANOKKtBd 3Ad/p Rfa/Sw==</SignatureValue
>

<KeyInfo>
<X509Data>

<X509Certificate>MIIDdzCCAI+g AwIBAgIHBMQuUU/N3CTAN BgkqhkiGOw0OBAQsFADCBKEQMA4GAlL
UEAXMHREJHQOFEQ|ELMAKGALUEBhMCREsXEzZARBgNVBACTCKNvcGVuaGFnZW4xEDAOBgN
VBAgTBORIbm1hcmsxGjAYBgNVBA0O TEURhbnNrZSBCYWS5rIEdyb3VWMRQWEQ YDVQQLEWEYW
5za2UgQmFuazEYMBYGALUE BRMPNEXMjYyMjgyMiMwMTAyMB4XDTEw MTAWOD ASNDQ1NFo
XDTEyMTAWODASNDQI1NFowgZQxJjAkBgNVBAMTHUhBTIMgUC5IQU5TRU4gT0cg SIIUVEUg SEF
OUOVOMQswCQYDVQQGEWJESZEnMCUGALUEChMeRVNCSKVSRYBYWFhYWFhYWFhYWFggl
CAgICAgICAUMTQWMgYDVQQFEYtTRS10UI9EQUJIBOjAWMTQ50DESMTgtQUd SOjY2MDY4NC1
VU116MzYwODE3MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDMZBEIJ7Jh90gd/nm9zL
uahfYaz2rJ8u5kHj20hleY1EaG2eTsPBalp2UhbgaMl/wdIujCu/zz8wg3DW1G7JawB3bS5n1Q+7A0i/
OjA2A7TQSF6kPZNU6LZIBy7gDKujpihc8vPutPMXyvq T7zoelLBqroPZod CgB++y01mocC8ywIDAQAB
01llwUDAfBgNVHSMEGDAWgBRc1ZAUHzh AuhRy3UBGM]0llgOdozAdBgNVHQ4EFgQUGNQg9ncto
Q0Zh09gUvNneZdMaw2lwDgYDVROPAQH/BAQDAgbAMAOGCSqGSIbh3DQEBCWUAA4IBAQ Bvy2
ZKbkLzLChIMnb40+3sGSiikQycoClclowJ14HisDKKgpYeGWMmamaGZEKVFI9Y+gHI6ZNvtO20yyv
JrISPBhK/RJAOLSrSolgqEqal5UoDIxgPo5zu+dguN57g47JsrQGOhFVBIItKKOy2whcGe8Qh1bjnunib
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mLOXd SgmJ4a6GzPR+YIWu+Lag 7tCii+1p YMSh 1bWF5h3N9OMLZ+851Av5TJI8407FLnbByp RkOdkH
dKAYE70cJGI975ImDWaHQOU98AA2/RQfQzDdvsVEONNRpP Ju98x9AMIzBG s S0iFTd4y/X9q 1/4r9ftj/9
Swu73ayFvkO2T6/tWPAHJINsJ9</X509Certificate>
<X509IssuerSerial>
<X509IssuerName>serialNumber=611262282230102, OU=Danske Bank, O=Danske Bank
Group, ST=Denmark, L=Copenhagen, C=DK, CN=DBGCADB</X509IssuerName>
<X509SerialNumber>179900000000 1801 </X509 SerialNumber >
</X509IssuerSerial>
</X509Data>
</KeyInfo>
</Signature>
</tns:RenewCertificateRequest>

05-09-2023

The example uses the standard entire document enveloped signature reference (<Reference URI="">),
and the signature covers the RenewCertificate request element.

It is also allowed to use an id attribute (eg: id="G972ddo40-2D0") on the RenewCertificateRequest
element and a reference in the signature pointing to the id (eg: <Reference URI="#G972dd040-2D">).

ili. Encrypted request element
In the next example, the signed RenewCertificateRequest has been encrypted:

<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"/>

<dsig:KeylInfo xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<xenc:EncryptedKey Recipient="name:DanskeBankCryptCERT">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<dsig:KeylInfo>
<dsig:X509Data>
<dsig:X509Certificate>MIIDMDCCAo Cg AwIBAg IFAQjonrMwDQYJKoZIhveNAQELBQA
wgcQXEDAOBgNVBAMTBORCR1JPT1QXxCzAJBgNVBAYTAKRLMRMWEQYDVQQHEW
pDb3BlbmhhZ2VuMRAWDg YDVQQIEwd EZW5tYXJrMRowGAYDVQQKEXFEYW5za2U
gQmFuayBHcm91cDEaMBg GALUECXMRRGFuc2tlIEJhbmsgR3Jvd XAXGDAWBgNVBA
UTDzYXMTI2Mjl4AMTEzMDAWMTEJMACGA LUEBBMAMQkwBwWYDVQQqEWAXCTAHBg
NVBAWTADEJMACGALUEERMAMB4XDT EWMDgwWNTEYMD AWMFOoXDTEXMT EXOTEyY
MDAwWMFowgZkxETAPBgNVBAMTCERCRONSWVBUMQswCQYDVQQGEWJESZETM
BEGA1UEBXxMKQ29wZW50YWdIbjEQMA4GA1UECBMHRGVubWFyazEaMBgGAl1UE
ChMRRGFuc2tlIEJhbmsgR3Jvd XAXGjAYBgNVBASTEURhbnNrZSBCYW5r|IEdyb3VwM
RgwFgYDVQQFEW82MTEyNjlyO DQOMzAWMDMwg ZOwDQYJKo ZIhveNAQEBBQADgY
sAMIGHA0GBAKIp7a01sKY9GeLvi3ilenNTCxRNEF5rM+lyFkeOf4cGI9AAfrgQLM5zEsc
6svvUIVgiPoHhaupdnHhJSV1Ckq 7ru9KHImwvLJIc9melKj40 1fbM5g YSKDOrgEjKVHIcq
deRI8ILGj90AZfeuQvEXpxto/qbE3stwK/11SP55GeeBAgEDo OAWP]ARBgNVHQ4ECQI
REJHQ1JZUFQwGQYDVRO]BBIWEIAOwWsbEwW/b2wvb39fflxcQwDg YDVROPAQH/BAQD
AgQWMAOG CSqGSIb3DQEBCWUAA4IBAQCaYHHem1J5¢BfSZ1 Xdbtj TLC4159 1Ngf5Nu
0+nRaF8zKC0J2M44m9EC7ecNMLwyCm+4pZYlate PhBJQH3ScGVhbg2EVb1 B3WDfB
Ki8BMEDS5n GS9PLQO0b2gERPHWo0x3XFhJoN2wWyowZq YfLZPR3h/3au6TICGfInCL5
9lefd998Ae1K7Qbj9/KcAiDWUXcdmzxg G5sbHgW8jHPiUmm8ecPxghF+4Q60cgN2Ny1
9hsb9ugaPAJRIgpVGscfnwMECgvyU/8dWJ1Qe3a+Rmmj6buS/K+6AA4xiguGBOESw/b
AX6csygMnPg44ylaNPiMPUNsf/Zzsj9tnp EyFnNN/w12</dsig:X509Certificate>
</dsig:X509Data>
</dsig:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>
FKIKQYPuUPwOCTYjO97hVVZFvigvTZjXnPraJkF8HWpwhhP5YAuqOLM/Mp PFBLSVFPz44HW
Ai3GpOg6aUXawAEq15vSWenW+zD4/J0X9110h PYis3DA9zfZ7aRBf2h/3/dwJ93dbYEEAHT mW
3yjkeBXAVAZZtPWNCcYEhYNYTrlcFvPebO0ddnmeWv3tGIGRs6vgW55d FiIFMcKCQzO1cbnSX1
YYDyspVUC8HZATOD1s6tG7ygvRKIp8WbFr+Orm+OC8hzy8/xDHhj8JLPZScp DdOAfTmMDXSD
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U+0K3MYSNIWFAFZfUEYK3IfUIrj2R9K305RD6G QfZX0bZy8kXueW MsMdA==</xenc:CipherVal
ue>
</xenc:CipherData>
</xenc:EncryptedKey>
</dsig:KeyInfo>

05-09-2023

<xenc:CipherData>
<xenc:CipherValue>AxAGIbMMCIrSiNY/6XfOp 80t+vPjcCp JAKfo E3R7PkAbd Pny4MOeSCU1b+Hf00J6ub
e0dhFO6LijbHEVVmMzsIm9fJOBFtc5p 3hb0znVCq TDNN3c7yKR6JIxn Qft+y/S2k5rd Hi0+9fFzY9yzAg 1XCXH
ZQaC3grm8CsPqoMhWYAgAFkdIAak3H9)MDXbgLFZvdiCSj9Kp 7LzwjXZ30Zcl/sTzVbGgseO0OW 7v2haliw
kGVUHZe/EO8AqKwhZ2R5¢EJIgCZi/BKFFIJH7d AByUalL4D1egvj3jntjBDI2aZAHDmMGVVG ShjyM5t2cqarLY
HmMX/wJpf52Qo WWHtfaSphlU62mMV945bPR/07tWwW ejSyM4K2p 3vDgv4FihmOtsd zpczO5W LzrhkKmu2
SNnKyrinP3Dsuugb35Xk31AG+FNrT6J11Jszww6iMDPQhjQBJIgpKT3RNKJINMsqu8Vai2TUYWI9B/anMR
6cmirl/AQ4A/ATZJI9DXF0J6t86UI0IM8CmM52jmph|j75i+lyw3UZ7g0+9Bx+CnokUxyYg2wnoBgLA51iLB3zC
50TKbynQCLFWDa9LArOzaFrkiewVLL/82Bjj9e+cfwE3TMK2YqQz+iT7d2YMTV+HpiDgLOyqSyefAOeVIV
WKACuU570zVI66q T4pk0Qs5xq0bt0d A+mDRQpijfGam3JImjq EtI8SWUDTPUS50j X+P7e/TWQACITXVJiUyH1ly
39T6c5Qin6gqE6OEVZ/OSHI7UQ6BIuu/TSGNOVWUQhVW HVauGyJwHdfPsKpp LfAZMeNyc9dZpBmeGu5/
VtOwrzwBDTDybxjxo Sv+sHSU/FAXItAW ][0 5|N4Qin KyAPh83PSHQP28n h8Bexn Rk+8M1yA5zXB7na6QrAs
2sN15yv0JrzQhgVJIDMjkYm3M88PMtcsu7fkkk8TK7ej TXmuQIl1HhefDEQWWIK+715QmjXirlmn82dE/Erp
Cbpgo7TtirNh4WPu01n SEKyR0ojgh2TzG23CZThfbUJs72FZJAZ1alt5D GGbj4jeeqBfg5KNMPczWxjv1/X|E
2f8vm5Dr7mLx2833/2NB7nWDM4zALIGuApa9GcglR4vr+rr+h4qclDSFgsVoyCTXZ6b4YL6kVIn7GH+YH
NPZ8MgWMo3HbdojuPQG4J1uceNtY/9MRhYLkfSmIvIKU70yOil1BtZzEpriSOcEmIZMhzIKoIGsIFUEsdN
6PPALImM2dYe+phWSYDHH75eXkn3BEg5HhH+HC1VUuBaHEbokuQ+BvRxNgGv70XoDSF Ivc2toGvPjY/
gWkKtVeYVcqBiwodcql18PUup80wbF6gx7jaqLonjzHn ABjl00bfZeaSsycQj+4rJvXBcx2blthfMumrvk27frxiF
BLdEkHOtbGtbfBM1um+X2pHSLotbtevdwVv050QoB51p3HmM6mM9a93Joef56lhxUHyxbAc5Kf1Jeh53UD4I8
OpJB8QXHC4D5+n AMo Sk5X1Dpdx6aEGrnE23yGPPn 7XE5ykll4qkfqCInVEVAWLTNnneC/m9902 3iL1p 31t
Vck7eP65a30C9q0zgvTmvORZAU4EJIbJ4APYJ4zyJNwW0OZqKDp FUyGLDtJuQiKMsrfUwg/n 3tHDtiPFV20tFh
Rmkpal6y+Y5ZGDIqSBJtQ49/P4vFn+GhmytPNezhBLIZIprelUdxkZeNVgDgA2yZZa6CWP/YpP8xInZReW
AB5fai8KYsNNIArpbP3yHKj2XFzU3S23eVONMr S1gltvVQ+n GP2B05n EXOG6U9 YjDVeSVH6ZkDg+4QVLJ
5st3IfbrmjCV9u7bjLI+Vo4WRGz2LUvQdt6/Wf0on LRSAKPrBmHIONSAd Pp YMcRd 2/N7SA/I PM+yNk4 +yWf
ySpDZnx04r2r65IGuli540Ra0F+H3wPrYcv7VXQo0yGWKVyJInTq96E03ieEPgsVX9KtOhKrdh+53CM/FDjp
K/HslyF5s8+AqZTRfcfYO1qrOssEJd DtK3pWyAMbtRVIMBHIR3w93vSMHzEhudwTHisgNThCrz9qymhZz
1ca03IMQeOXnJHRS5EVIiUVMxS/fCON1TIRNG6zWItPCHSTs9wp5LSzho DKGYJ2y39NG780s7uecMSyF
U6ucKOhilmP+np4PBDzslrxy2Qm59aGMPsLmv2qGQ4tq3Bp GR5ns9SbA24/7jVVdvOYWAOA6RR5+Yp5N
5H6FO0QCromUigduHPg7XavmTX8YVGpWB/WJlpexqD0oQ3CrzwnCscyOH3huv6geMrY8Bro/xWn9EALtlJ
WP9AGTA8A7xSBR5/07aghmjgwFIMDOs EWMX/FkYp5f7zvDvV7nhIFp SATs2AInuZMei+b2H2JDHQMS+W
1/QdJ2DcDrXiuPIFE40GJIWzsZzk4qo X4GGRhH1gZyLIJCcYODCNOUwrAll+rw4U45G7MSHSteDvcJ8qd/
1IHWSVMYjFm4NV/Ca91FI395lhGUcz5aQuvrblwfaM81cjYpgXi33XnVIGOXgtr5tXbSMIgblgZA9VEbo Oy Fa
++XYBO+XZnL3UYXcknxQRxYPFKaWJJCCS7aRbpVFMEz SyUPRev8VSrd ZxeiUwQ9zWEps3uK3IFLBg
YT5YNFW/bGUPsezsuHW3zpz4E61ZNzBsxQulxF755+BjPMg YDQ/Mqs4KozY YcJzGjaeBIA2H zpwLo+0z
ZPRw7YonfylegsbSaDay+IX50Jps0kpOtHUB8tsRvdkGo8yZcKPY4d9jNZI4Hc1kcz+K/WuXx3Tnll70b9EK
hRTY9a/+Jh3RXFgwrHBhd GdOThbWiMjy38KzwlyF8ZmFOdkm8meMuscsFQ N3bewTcFbUgACqGCXRA|
S0e7fe8CXqgUBLt8faTvuXFtHfAN3TFsyJEp89xGfPRBEWS5s T|V2n6wlH2zEN4dj9Zkkdglwh8kalL2JD4A51o
mLXEngkv/w3kgPE3MK1RXWzLTrS/D/rLvLmGHc2XzsGawnQd C2kBuLgbVTNWb8BFOGrbIXX84INAO7gz
w/uifMQSp U3jEv++xsZDBUMEptKGEIJcOoMgoTjqtuvOxFp3+Kn+I8IRCAOQIz+/SzrL5THCYX HGBFmMzF90
alDWOwfShymODkhsk9y8Ky9YfEfYlafTayKy1BL/4iQOgNvJaaTcUXedLT97vkLWtSCAOXbZdhOTHQxfm4
qVzrWRjnr0jPBWL4zeA//JkXUvfOyqgZeEPI6Mm+rd FQvQa58Umdyc4au5gIp2NTAGHWz6h 1QOjd N+rdllyw
8]CG6fnvCUTz5LPVvJubnjAedtldireV+2ghqlLh8y4WZ+KNo MwuUujEuGufXYr+Dr4agAyV4lgyOo4YtbXtlX
1A3hp24d0XN2hZEFWMJI7PEJKkTKkOtgHNWWH77Hnp lwo TXLDWJUYFdn3umf2ct1Ph5JuEL4R0ZI8kQ1p2
baTZLhPH804NF4cyz5R0BnewrNd60zKECRCQdY|8xpvGQOc5WsScMPbhjnd RrE9R/MTQR5SMt30DIOy
SyaX+v+G4haEzSb/PITI5Ilij20 Djcw2IXwPS+g8ny5WPmp c+AQjPjzTGU84QcfqRFANaVEfGEda++cyvKFT
Fcu9kXKP1vMdiBCgn/jq71lvriTOMleAwVwdOg Y1uly5p7IxVoPp0+q1XmOd8HRbTo 7waxBeaT0dO0w2rbazj
NnWXRz5b+CZhejitmi9flG6r0t9053Ik8QRLbHSAU0kwWF99xWGJjuYVCewcOIf6fDIWcLwVgdrpygNJOVXW
55vHQXOZCsw/Ir24iSd STKFqNK3KztxI3tKHn/udn25hddtP1bbbg IrOWCMazj5Q8aRCKjerykl31fmNc1mBG
7pKAPFL55NGdabAlgFibgleuRf+O0Uma+bYAsMYvkc2H4Pj86dog1SyZI8oUe|CIC/iIESyh5yTB+ucH+z+8
k6dMRjUccYeYP3rwKCBUOQp3zRMu55MSAITqV3UEIWNpoWYBRCmiUgL319uwaw8NGy4AlaEf4M1Ku
N8/Q3aZYNFiQP7KOB1A2UZrH6fhcZBFAKkyUh/FLroO5Rcxp5JWNIr/jZiONU/cG3yE6W 7zIbugvGI+XNV91l/
yh/KKTTBCZXmpDdUjXfSiNUSOGV79TDpEIKBeY40MOQX1a4LPATa7hMRKjwnLEKK SwrgjékUJctkhOcU
YjbDv3a/S1bN8CTZxqsHFes4MrY6zzZ2WutUCaCuF3GIl1FoAH7ughJol1P8CdK1op90PhIn66BG 1s9/I8E6
AVp+ei2BX1IwNtCpWaP/xwDXZYGJPBEv6p zZW{rINtj8p 794C67LsmjCKqUwcAN013FHWICILJozkU2vRFw
hgbls3mvmcTmoMsrfhWpliLCO3GK20QD9AW Ph2500Mj FPhwfCkZH2EtaYoFlZfAexh AkgQOfWQQFHKI
5vK+JIxI7bR2QmZovD4b/ebTsk69ytzsiRmyGamCPkCQKSyp+RE3bk9ypsZ04zjw226iAzhsrwuLIHLSGjhF
XNZ4h97gBKOIfmQPil8Nvd6MF5TeUal8ELv7HzPP45cOx1IRfAEyg MOJENPJeOxbUbKU4ENY6fwmgc2l4d
JgVokfjFgp09ttyt6FQh/WnOd+d 7aeQmwfSIzeFhjJLGROJyWkjM4Uirsja78tW 1PHbn 5QkVNn YCbu8YowlE/
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N7nd/1fXwLMWcCC8led CdgrjF73rjHiK8amSYV3A/i2Mg Eh6K/ccWOhLEMf6YzN4wVp K4lzVAdc0+UxcB8
DSizkKkMNhme9KCNIRLUF4cZnHTHI5LsofY8oRLkmxg/71rL8e0JYjQ9zCuo AWNvt7M2B7uM1TYRwWfIWh
W1EIhAHIbIFMMOZukBQ+AN67LdJ9tnyICYsV7eoEf4ajww+tEMuYqNrpziawgtKYBwWR7Ob5mFIKOONgLC
Bss/NeZ/nYQTOoxF77jR46reHAMWo lwxEch2Eb7/RyWdHu61VXZbIEQ9HT zUa4ftZ5Ix SKdMbxH9gFAcry0
NzWQeFygbarjvkK5kumcsCJK51xeScJdnafy UWDuGNKksOLVSUMknfHWDRO+JXCW54A5sHy20iwilTW
nyajO8gMrtOUySYyR5PBDd/pzled mif++TdAls7Bbo BUtQN1HNhtyIN6WfWzW CluK2cxMgeohOp rFYGLEKI
aDs05Ebn AGVDHWOF4A7uPIF1VXOPLXSmw7HKSPIai2TKu5BTQ1byNGuVaeshPsuGpsw70Y7nLF4DM
svBUQi2DgVf5cnBoWBWL0oJQWkK5TT5egklbiCpDGZ2qsBvIBvW0Od mIMOMfOHT/gdYIH9IHmMINnd KUe+xkw
99 OtF7xgDOX0WzPNORd 7k2+MWLTXxLNaakUTOKkgeo FqWTI20Uy3y1xce5p DFay9cd OEFG4Ew/dwV2a
GPhVgcrbjEEykH4H9TQap TJ31CUCIXGKGOBP+FoPEr/Y</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

iv. SOAP request

Next, the encrypted RenewCertificateRequest is inserted in a SOAP message, where the
RequestHeader is also added:

<?xml version="1.0" encoding="1S0O-8859-1"?>
<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:pkif="http://danskebank.dk/PKI/PKIFactoryService">
<soapenv:Header/>
<soapenv:Body>
<pkif:RenewCertificateln>
<pkif:RequestHeader>
<pkif:Senderld>360817</pkif:Senderld>
<pkif:Customerld>360817</pkif:Customerld>
<pkif:Requestld >398</pkif:Requestid>
<pkif:Timestamp>2022-05-20T12:20:19Z</pkif: Timestamp>
<pkif:InterfaceVersion>1</pkif:InterfaceVersion>
<pkif:Environment>customertest</pkif:Environment>
</pkif:RequestHeader>

<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-
cbc"/><dsig:KeylInfo xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#"><xenc:EncryptedKey
Recipient="name:DanskeBankCryptCERT"><xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-
1 5"/><dsig:KeyInfo><dsig:X509Data><dsig:X509Certificate>MIIDmMDCCA0 CgAwIBAgIFAQjon
rMwDQYJKoZlhveNAQELBQAwgcQXEDAOBgNVBAMTBORCR1JIPT1QxCzAJBgNVBAYTAKR
LMRMwWEQYDVQQHEwp Db3BlbmhhZ2VuMRAWDg YDVQQIEwd EZW5tYXJrMROWGAYDVQQ
KEXFEYW5za2UgQmFuayBHcm91cDEaMBg GALUECXMRRGFuc2tlIEJhbmsgR3Jvd XAXGDA
WBgNVBAUTDZzYXMTI2Mjl4MTEzMDAwWMTEJMAcGALUEBBMAMQkwBWYDVQQQEWAXCTA
HBgNVBAWTADEJMACGALUEERMAMBAXDT EWMDgwWNTEYMD AWMFoXDTEXMT EXOTEyMD
AwMFowgZkxETAPBgNVBAMTCERCRONSWYVBUMQswCQYDVQQGEWJESzZETMBEGA1UE
BxMKQ29wZW50 YWdIbjEQMA4GALIUECBMHRGVubWFyazEaMBgGALU EChMRRGFuc2tlIEJ
hbmsgR3Jvd XAxGjAYBgNVBASTEURhbnNrZSBCYW5rIEdyb3VWMRgwFg YDVQQFEW82MTE
yNjlyODQOMzAWMDMwg Z0wDQYJKoZIhveNAQEBBQADg YsAMIGHA0 GBAKIp7a01sKY9GeL
vi3ilenNTCxRNEF5rM-+HyFkeOf4cGI9AAfrqQLM5zEsc6svvUIVgiPoHhaupdnHhJSV1Ckq 7ru9kH
ImwvLJc9ImelKj40 1foM5g YSKDOrqEjKVHIcqdeRI8ILG]90AZfeuQVvEXpxto/qbE3stwK/11SP55
GeeBAgEDoOAWPjARBgNVHQ4ECgQIREJHQ1JZUFQwWGQYDVROjBBIWEIAOwWSbEW/b2wvb3
9fflxcQwDg YDVROPAQH/BAQDAg QWMAOG CSqG SIh3DQEBCWU AA4IBAQCaYH HemlJ5c Bf
SZ1XdbtjTLC41591Ngf5Nu0+nRaF8zKC0J2M44m9EC7 ecNMLwyCm+4pZYlate PhBJQH3ScG
Vhbg2EVb1B3WDfBKi8BMEDS5n GS9PLQOb2g ERPHWox3XFhJoN2wWyowZqYfLZPR3h/3au
6TICGfInCL59lefd998Ae1K7Qbj9/KcAiDWUXcd mzxg G5sbHgW8jHPiUmm8ecPxghF+4Q6ocgN
2Ny19hsb9ugaPAJRIgpVGscfnwMECgvyU/8dWJ1Qe3a+Rmm|6buS/K+6AA4XiguGBOESwW/bA
X6csygMnPg44ylaNPiMPUNsf/Zzsj9tnpEyFnNN/w12</dsig:X509Certificate></dsig:X509Data><
/dsig:KeylInfo><xenc:CipherData><xenc:CipherValue>aNMQTnDcsF/TIPWRclI7CHVIYVyTEdH
BXBOI3kBI3hYG2alz2ex6ugNDF22MTA9YMC/R3jhEBS SAjytLoFB8CoD3U6hVFNnIv/in202QjrKt
2t8DVu33w5K71ImMFYV084IF mgEbpzp IFS7TK3LMOOMNdKngH7mzx5bOROII+b/Jbik=</xenc:
CipherValue></xenc:CipherData></xenc:EncryptedKey></dsig:KeyInfo><xenc:CipherData><xe
nc:CipherValue>AxAGIbMMCIrSiNY/6XfOp80t+vPjcCp JAKfo E3R7PkAbd Pny4AMOeSCU1b+Hf0
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0J6ube0dhFO6LijbHEVVMzsIm9fJOBFtc5p3h b0znVVCqg TDNN3c7yKR6JIxn Qft+y/S2k5rd HiO+9fF
zY9yzAg1XCXHZQaC3grm8CsPqoMhWYAgAFkdIAak3H9)MDXbgLFZvdiCSj9Kp 7LzwjXZ30Zc
I/sTzVbGqseOO0W 7v2h9liWkGVuHZe/EO8AqKwh Z2R5q EJlg CZilBKFFJH7d AByUaL4D1egvj3in
tjBDI2aZAHDMGVvVG ShjyM5t2cqarLYHMX/wJpf52Qo WWHtfaSphU62mMV945bPR/07tW wW ej
SyM4K2p3vDqv4FihmOtsdzp czO5WLzrhkKmu2SNnKyrinP3Dsuugb35Xk31AG+FNrT6J11Jszw
W6iMDPQhjQBJIgpKT3RNKJINMsqu8Vai2TUYWI9B/an MR6cmIrl/AQ4A/ATZII9DXF0J6t86UIOI
m8Cm52jmphj75i+lyw3UZ7g0+9Bx+CnokUxyYg2wnoBgLA51iLB3zC50TKbynQCLFWDa9LAr
OzaFrkiewVLL/82Bjj9e+cfwE3TMK2Yqgz+iT7d2YMTV+HpiDgLOyqSyefAOeVIVWKACu570zV16
60 T4pk0Qs5xq0btod A+mDRQpijfGam3JmjqEtI8WUDTPU50jX+P7e/TWQACFTxVJiUyH1y3q T6c
5Qin6gqE60EVZ/OSH97UQ6Iuu/TSGNOVWUQhVWHVauGyJwHdfPsKppLfAZMeNyc9dZpBme
Gu5/VtOwrzwBDTDybxjxo Sv+sHSU/FAXItAW|o5]N4Qin KyAPh83PSHQP28nh8Bexn Rk+8M1yA
5zXB7na6QrAs2sN15yv0OJrzQhgVIDMjkYm3M88PMtcsu7fkkk8TK7ej TXmuQI1HhefDEQWWIK
+715QmjXirlmn82dE/ErpCbpgo 7TtirNh4WPu01nSEKyRojgh2TzG23CZThfbUJs72FZJAZ1alt5
DGGbj4jeeqBfg5KNMPczWxjv1/XjE2f8vm5Dr7mLx2833/2NB7nWDM4zALIGuApa9GcglR4vr+rr
+h4qc1DSFqsVoyCTXZ6b4YL6kVIn7GH+YHNPZ8MgWMo3HbdojuPQG4J1luceNtY/OMRhYLk
fSmlvIKU70yQilBtZzEpriSOcEmIZMhzIKoIGsIFUESdN6PPALIM2d Ye+phWSYDHH75eXkn3
BEg5HhH+HC1VUuBaHEbokuQ+BvRxNgGv70XoDSFIvc2toGvPjY/gWkKtVeYVcqBiwodcq 18P
Uup80wbF6gx7jaqLonjzHnABjl00bfZeaSsycQj+4rJvXBcx2blthfMumrvk27frxiFBLd EKHOtbGthfB
M1um+X2pHSLotbtevdwVv050Qo0B51p3HmM6mM9a93Joef56lhxUHyxbAc5Kf1Jeh53UD4I80pJ8
QXHC4D5+nAMo Sk5X1Dpdx6aEGrnE23yG PPn7XE5ykll4qkfqCInV6VgWLTNnneC/m99023iL
1p31tVck7eP65a30C9q0zgvTmvORZAU4EJIbI4PYJ4zy INWOZgKDp FUyGLDtJuQiKMsrfUwg/n
3tHDtiPFV20tFhRmkpal6y+Y5ZGDIlg SBJtQ49/P4vFn+GhmytPNezhBLIZIprelUdxkZeNVgDgA2
yZZabCWP/YpP8xInZReW A65fai8KYsNNIArpbP3yHKj2XFzU3S23eVONMrS1gltvQ+nGP2B05
NEXOG6u9Y|DVeSVH6ZkDq+4QVLJI5st3IfbrmjCVou7bjLI+Vo4WRGz2LUvQdt6/Wf0on LRSAK
PrBmHIONSAd Pp YMcRd2/N7SA/IPM+yNk4+jyWfySpDZnx04r2r65IGuli540Ra0F+H3wPrycv7v
XQo0yGWKVyJnTq96E03ieEPgsVX9KtOhKrdh+53CM/FDjpK/HslyF5s8+AqZTRfcfYO1qrOssEJ
dDtK3pWyAMbtRVIMBHI9R3w93vSMHzEhudwTHisgNThCrz9qymhZzlcao3IJMQeOXnJHR5E9
viilUVmxS/fCQN1TI9RN6zwItPCHSTsOwp5LSzho DKGYJ2y39NG780s7uecMSyFUBUcKOhilmP
+np4PBDzsIrxy2Qm59aGMPsLmv2qGQ4tq3Bp GR5ns9SbA24/7jVdvOYWAOAGRR5+Yp5NSH6
FOQCrOmUiqduHPq7XavmTX8YVGpWB/WJlpexqD0oQ3CrzwnCscyOH3huv6geMrY8Bro/xWn9
EAtIJWP9A6TdB8A7xSBR5/07aghmjgwFIMDOSEWMX/FkYp5f7zvDvV7nhlFp SATs2AlInuZMei+b2
H2JDHQMS+W1/QdJ2DcDrXiuPIFE40GJIWzsZzk4qo X4AGGRhH1gZyLIJCcYODCNOUwrAll+rw
4U45G7MSHSteDvcJ8qd/IHWSVMYjFm4NV/Ca91FI395IhGUcz5aQuvrblwfaM81cjYpqXi33Xn
VIGOXgtr5tXbSMigblg ZA9VEbo Oy Fa++XYBO+XZnL3UY XcknxQRxYPFKawJJCCS7aRbp VFM
EzSyUPRev8VSrdZxeiUwQ9zWEps3uK3IFLBg YT5YNFW/bGUPsezsuHW3zpz4E61ZNzBsxQu
IXF755+BjPMg YDQ/Mqgs4KozYYcJzGjaeBIA2HzpwLo+OzZPRw7Yonfylegs5SaDay+IX50Jps0k
pOtHUBBtsRvdkGo8yZcKPY4d9jNZI4Hc 1kcz+K/WuXx3TnlI7Ob9EKhRTY9a/+Jh3RXFgwrHBhd
GdOThbWiMjy38KzwlyF8ZmFOdkm8meMuscsFQN3bewTcFbUgACgGCXRA|S0e7fe8CXqgUB
t8faTvuXFtHfIN3TFsyJEp89xGfPR8EW5sT|V2n6w1H2zEN4dj9Zkkdqlwh8kalL2J D4A5lomLXEn
gkv/iw3kg PE3MK1RXWzLTrS/D/rLvLmGHc2XzsGawnQd C2kBuLgbVTNWbD8FOGrbIXX84INAO7
gzw/uifMQSpU3jEv++xsZDBUMEptKGEIJcOoMgoTjqtuvOxFp3+Kn+I8IRCAOIz+/SzrL5THCYx
HGBFmzF90alDWOwfShym0Dkhsk9y8Ky9YfEfY1lafTayKy1BL/4iQ0gNvJaaTcUXe4LT97vkLW
tSCAO0XbZdhOTHQxfm4qVzrWRjnrOjPBWL4zeA//JkXUvfOyqZeEPIBMm+rd FQvQa58Umdyc4au
5gIp2NTAGHWz6h1QOjdN+r4llyw8jCG6fnvCUTZ5LPVvJubnjAedtllireV+2qhqLh8y4WZ+KNo
MwuUujEuGufXYr+DrdagAyV4lgyOo4YtbhXtIX1A3hp24d 0XN2hZEFWMJ7PEJkTkOtgHNWWH77
Hnplwo TXLDWJUYFdn3umf2ctlPh5JUEL4R0ZI8KQ1p2baTZLhPH804NF4cy zZ5ROBnewrNd 60
ZKECRCQAdYj8xpvGQOc5WsScMPbjnd RrEOSR/MTQR5SMt30DIiOy5yaX+v+G4haEzSb/PITI5IIij2
oDjcw2IXwPS+g8ny5WPmpc+AQjPjzTGU84QcfqRFANaVEfGEda++cyvKFTFcu9kXKP1vMdiB
Cgn/jq71viTOMIeAwVwd OgY1uly5p7JxVoPp0+g1XmOd8HRbTo 7waxBeaT0dOw2rbazjn WXRz
5b+CZhejitmi9flG6rot9053Jk8QRLOHSAUOKkwWF99XWGJjuYVCewcOIf6fDIWcLwVqdrpygNJOV
XW55vHQXxOZCsw/Ir24iSd STKFqNK3KztxI3tkKHn/udn25hddtP1bbbg IrOWCMazZj5Q8aRCKjerykl
31fmNc1mBG7pKAPFL55NGdabAlg FibgleuRf+O0Uma+b YAsMYvkc2H4Pj86dog1SyZI8oUegj
CIC/iESyh5yTB+ucH+z+8k6dMRjUccYeYP3rwKCBUOQqp3zRMu55MSAI TqV3UEIWNpoWYERC
miUuqL319uwaw8NGy4AlaEf4AM1KuUN8/Q3aZYNFiQP7KOB1A2UZrH6fhcZBFAkyUh/FLroO5Rc
Xp5JWNIr/jZiONU/cG3yE6W 7zIbugvGI+XNV91/yh/KKTTBCZXmp Dd UjXfSiINUSOGV79TDpEIKB
eY40MOQXl1a4LPATa7hMRKjwnLEkKSwrgj6kUJctkhOcUYjbDv3a/S1bN8CTZxqsHFes4MrY6z
zZ2WutUCaCuF3GI1FoAH7ughJol1P8CdK1op90PhIn66BG 1s9/ISE6AVpP +ei2BX1wNtCpWaP/x
wDXZYGJIPBEV6p zZW{rINtj8p794C67LsmjCKgUwcAn013FHWICILJozkU2vRFwhgbls3mvmcT
moMsrfhWp 1iLC03G K20 QD9AW Pb2500MjFPhwfCkZH2EtaYo FlZfAexh AkgQOfWQQFHKISVK
+JxI7bR2QmZovD4b/ebTsk69ytzsiRmyGamCPkCQKSyp+RE3bk9ypsZ04zjw226iAzhsrwuLIHL
SGjhFxNz4h97gBKOIfmQPiI8Nvd6MF5TeUal8ELv7HzPP45cOx 1IRfAEyg MOJENPJeOxbUbKU4
ENY6fwmgc214d JqVokfjFqp09ttyt6FQh/Wn Od +d 7aeQmwiSIzeFhjJLGROJyWkjM4Uirsja78twW 1
PHbn5QkVNNYCbu8YowlE/N7nd/1fXwLMWcCC8ledCdgrjF73rjHiK8amSYV3A/i2MgEh6K/ccW
OhLEMf6YzN4wVpK4lzVAd c0+UxcB8DSizkKkMNhme9KC NIRLUF4cZnHTHIS5LsofY8oRLKmxg
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/71rL.8e0JYjQ9zCuoc AWNvVt7M2B7uM1TYRWIIWhw1EIhAHIbIFMMOZukBQ+AN67LdJ9tnyICYs
V7eoEf4ajww+tEMuYgNrpzjawgtKY6wR70Ob5mFIkOONgLCBss/NeZ/nYQTOoxF77jR46reHAM
WolwxEcbh2Eb7/RyWdHu6IVXZbIEQ9HTZzUa4ftZ5Ix SKd MbxH9g FAcryONzW QeFygbarjvkK5ku
mcsCJK51xeScJdnafy UWDuUGNKksOLVSUMknfHWDRO+JXCW54A5sHy20iwilTWnyajO8gMrt9
UySYyR5PBDd/pzledmif++TdAls7Bbo BUtQN1HNhtyIN6WfWzW CluK2cxMgeohOprFYGLEkIa
Ds05Ebn AGVDHwWOF4A7uPIF1IVXOPLXSmw7HKSPIai2TKu5BTQ1byNGuVaeshPsuGpsw70Y
7nLF4DMsvBUQi2DgVf5cnBoWBWLoJQWkK5TT5egklbiCp DGZ2gsBvIBvWOdmIMOMfOHTf/gdY1
H9JHmMIndKUe+xkw9g OtF7xg DOX0WzPNORd 7k2+MWLTxLNaakUTOKkgeo FqWTI20Uy3y1xce
5pDFay9cdOEFG4Ew/dwV2aGPhVgcrbjEEykH4AHI9TQap TJ31CUCIXGKGOBP+FOPEr/Y </xenc:
CipherValue></xenc:CipherData>
</xenc:EncryptedData>
</pkif:RenewCertificateln>
</soapenv:Body>
</soapenv:Envelope>
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v. SOAP response
The next example shows a SOAP response to the RenewCertificateRequest:

<soapenv:Envelope xmins:xd="http://www.w3.0rg/2000/09/xmldsig#"
xmins:elem="http://danskebank.dk/PKI/PKIFactoryService/elements"
xmins:pkif="http://danskebank.dk/PKI/PKIFactoryService" xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/™>
<soapenv:Header/>
<soapenv:Body>
<RenewCertificateOut xmIns="http://danskebank.dk/PKI/PKIFactoryService">
<pkif:ResponseHeader xmins="">
<pkif:Senderld>360817</pkif:Senderld>
<pkif:Customerld>360817</pkif:Customerld>
<pkif:Requestld>398</pkif:Requestid >
<pkif:Timestamp>2022-10-21T10:36:57Z</pkif: Timestamp>
<pkif:InterfaceVersion>1</pkif:InterfaceVersion>
</pkif:ResponseHeader>
<tns:RenewCertificateResponse xml:id="response" xmlns=""
xmins:tns="http://danskebank.dk/PKI/PKIFactoryService/elements">
<tns:ReturnCode>00</tns:ReturnCode>
<tns:Return Text>OK</tns:Return Text>

<tns:EncryptionCert>MIIDfzCCAmeg AwIBAgIHFqCSXpMUsjANBgkghkiG9wOBAQsFADCBmMjE
QMA4GALUEAXMHREJHU1dESZELMAKGALU EBhMCR EsxEzZARBgNVBAcCTCkNvcGVuaGFn
ZWAXEDAOBgNVBAgTBORIbm1hcmsxGjAYBgNVBAo TEURhbnNrZSBCYW5rIEdyb3VWMRww
GgYDVQQLEXNEYW5za2UgQmFuay BEZW5tYXJrMRgwFg YDVQQFEW82MTEyNjlyODc3MzA
XMDEWHhcNMTAXMDIXMTAzNjU3WhcNMTIXMDIXMTAzNjU3WjCBIDEMMCQGA1UEAXMdSE
FOUyBQLKhBTINFTiBPRYBKWVRURSBIQU5TRU4xCzAJBgNVBAYTAKRLM ScwJQYDVQQK
Ex5FUO0JKRVIHIFhYWFhYWFhYWFhYWCAQICAgQICAQIC4xNDAYyBgNVBAUTKINFLUSSLOR
BQKESMDAXNDk4MTkxOC1BR1I6Nj YWNjgOLVVTUjozNjA4MTcwgZ8wDQYJ KoZlhveNAQEBB
QADgYOAMIGJA0GBAK9Z2GNUK5Zda7gfxapQka6+277qgXSDft8Be6vd ebbxEKHO+G57um/C
G2xkTlc3c5r00EsxX1RAL|DLkx3smz6ubYe2A60zYsyisTgZ6hNimLI/V9tgNSoePbKCSRYOpD2
ITFIIMQYjIb7W+ytwh34MOVmo Fpy5fC2/nHLYymW ZfvAgMBAAGjUBQMB8GA1Ud IwQ YMBaA
FA7mcPtCSqVAKvGKBOmMdxNijbS0jMBOGA1Ud DgQWBBSz1o mIL7EVQOWKwD A1OrfacnMbT
TAOBgNVHQ8BAFSEBAMCBDAWDQ YJKoZlhveNAQELBQADggEBAIbgwk+wd C/g01ckSOZKH
XKISSWKwu+TYcTZIj6mfSYmh2/mESDEPQM6 XZTgpDVgGggwhnAfk6hp3GJ60wHLR4tG6jhH
+RcJ6kKo 11b6fVgsqQATIRhqlkW400kBtTd +33xg 3cQbwiXU5Sbu5aOckReN/ELigyxwtWcHTW
fC7TKwWvz+Y7zLg3wE1u3xiQjGEvmdcqlrzl+7UErdKg SuwlHEb2VGpNF20A4HaGtwdtvxZGwC
6IM2gnN7dFZFTjr/DSMduo57Z0 Xo mfiweWTQgGoQdEVrB4nHfIVpEjh5/11s38QyPqR7dfn QaQy
WC1qiWLBJIp/qpXUTS1t3ADNN4SCg8w=</tns:EncryptionCert>

<tns:SigningCert>MIIDfzZCCAmeg AwIBAgIHFqCSXpMUsTANBgkghkiG 9wOBAQsFADCBmMJEQ
MA4GALUEAXMHREJHU1dESzZELMAKGA1U EBhMCREsxEzARBgNVBACTCkNvcGVuaGFnZ
W4xEDAOBgNVBAgTBORIbm1hcmsxGjAYBgNVBAo TEURhbnNrZSBCYWS5rIEdyb3VWMRww
GgYDVQQLEXNEYW5za2UgQmFuay BEZW5tYXJrMRgwFg YDVQQFEW82MTEyNjlyODc3MzA
XMDEWHhcNMTAXMDIXMTAzNjU3WhcNMTIXMDIXMTAzNjU3WjCBIDEmMMCQGALUEAXMd SE
FOUyBQLKhBTINFTiBPRYBKWVRURSBIQU5TRU4xCzAJBgNVBAYTAKRLM ScwJQYDVQQK
Ex5FUO0JKRVIHIFhYWFhYWFhYWFhYWCAgICAgICAgIC4xNDAyBgNVBAUTKINFLUSSLOR
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BQKE6MDAXNDk4MTkxOC1BR1I6N]YWNjgOLVVTUjozNjA4MTcwgZ8wDQYJKoZIhveNAQEBB
QADgYO0AMIGJA0GBAJ+H5gMS+wWVLWQHI+yNF474ShIWCUYOIIGHU+JrZpJu8YxCh9oBi6B
OWICGiSWrhp3BTCqN/zqCifdl1QwMG YOkmI+XF57EEd 6w60vfaHHM7y 7rullmjXF8N7HeBrX
3aD73ikAmygafcVzwsnRafbMk+1gJNiQuvHrnnVAulPd/AgMBAAGjUBQMBB8GA1Ud IwQ YMBaA
FA7mcPtCSqVAKvGKBOMdxNijbSOjMBOGA1Ud DgQWBBS38hNojcGbpBiymGelaurAdfarvzA
OBgNVHQ8BAfSEBAMCBsAWDQYJKoZlhvcNAQELBQADggEBAKEAKXR zHtRtHUBCRTwJIO
KEfUwePD4H2FSSRFcLIaCGQpXEXXPKcN8Ek151YSsDsel MxFqRzyMWjvb6/NeCoVSuJyDiT
VFAZBbQOY5JunD+txcWJBp YcWKhxKJdkOShhFDgfoLJUPeDJIW SjHTsINLxgls+cJjPKPmab/
5EVHC80DsErsCyi81ljbTcjOyuKVzIUpWzIGouHH4jBJRhSJ8T++EG2yBBKnPOruad SRfXH20M
iwitHNquUH4c9KyDhki+VZC/rBOUO5+qcO9trDhzF6EiEcPUuZMtfXnMOWhFrbszLo YSKWC/PFQ
wzrRun7yozt018yoKZVKo TJeH86yMSo=</tns:SigningCert>

05-09-2023

<tns:CACert>MIIEFzCCAv+g AwIBAg IFAC+WVvjUwDQYJKoZIhveNAQELBQAwgZgxEDAOBgNV
BAMTBORCR1JPT1QxCzAJBgNVBAYTAKRLMRMwWEQYD VQQHEwWpDb3BIbmhhZ2VuMRAwWD
g YDVQQIEWdEZW5tYXIrMRowGAYDVQQKEXFEYW5za2UgQmFuayBHcm91cDEaMBgGAl
UECXMRRGFuc2tlIEJhbmsgR3Jvd XAXGDAWBgNVBAUTDzYXMTI2Mjl4MTEzMDAwWM zAeFw 0
XxMDEwMTEwWMDAwWMDBaFwO0yMDEwWMT EwMD AwMD BaMIGaMR AwDgYDVQQDEwWdEQkdT
VORLMQswCQYDVQQGEWJESZET MBEGA1UEBXMKQ29wZW50YWdIbjEQMA4GALUECBM
HRGVubWFyazEaMBgGA1UEChMRRGFuc2tlIEJhbmsgR3Jvd XAxHDAaBgNVBAsTEORhbnNr
ZSBCYWS5rIERIbm1hecmsxGDAWBgNVBAUTDzYXMTI2Mjl4NzczMD EwWMTC CASAWDQ YJKoZI
hvcNAQEBBQADggENADCCAQgCggEBAOCODrY9Q4HzHQ/BWr/RWB1GOq+90BiGN85uhW
AeGGMI2od/ahn/R7zI8+MNcMLAUVHBS8LVZRrC3IxZgjNvRKv8fYsMgwdmd YtBwiqHINp XTLjQxt
LEW(QEU5fiMZAi1loFEO8YAKCDLUGOopbkY+d 2KULgxFK2blwHi3mOjOwuZGiw4ELeChGcELsOp
CT/0JU5mR3dFHbRs3HBgWmuFwJKvwHNZeNAmMrCwEUWqw1x4MjQRHRGI10TfTNgPrd7zy
TfyRO+GPy1INXxHWWZroBUc9j540NX9pV6x835WedHdo80UxImjCilruClzsMAXYtvsC3d9xgk9o
LNFIVPRe2fTsO7TECAQO|ZjBkMB8GA1Ud IwQYMBaAFLUGie9kUC 8x5CDLauuTRJIBL35gYMB
0GA1UdDgQWBBQO5nD7QkqlQCrxigdJncTYo20tizAOBgNVHQ8BAfSEBAMCAQYwWEQ YDVR
0TAQH/BAgwBg EB/WIBADANBg kqhkiG9wOBAQsFAAOCAQEAQPCpPOH3g88CZZurq0kS760z
BVRIiLZ3V8S0+lYiodmMCfTpW/qnEzMGn+NIHOvgkm5C2VaHCdbEzZPsvv4cx2YrqpsFf8x+Ts
6W2r3VvVjOdve5u00j1CK/ONwagUI5p4SxRCfnvesSh6TwxhJF/ZESIHXLdyWd Jf+NkXsSATE6GQ
B4ZjgaGw1NcvhnDUvbbfUZ1zOTIf7+wUpfCNCJi0T1sFvJ88n YkVoQmVWQFS7Kwj+kwQ1lLfn
p/1xbycrt1XNxZ8SkRDAWOJARYO0fS/C007/1t/SB2ePrY/g0U8ZWi0B60d T5isGNpLOKzhD5YG]j
bKGesC9GEnhmhLoawXU7b4Wcw==</ths:CACert>

<tns:Requestld>398</tns:Requestld>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>h6mHrM+juFzlYC2wHxONItdkqZs5IwGuRIrZ9A8D13g=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>uQs1fv2Sw60Yb3rqgRXQUdwlZ26PQMdphsKmCMDD2/k9Cw8DqgVxcSC9l1l
U2IK2ZDbmwfmeCpfeSwRs2gNXX8ILrz7zHungsWjUlUgD9MEaTa8HJWAOkhCG7gwtmG9OWAI
i/ZCcQMguKiMOXuXttlg2mo YTkw60kS/JR9dGDgWiHUU=</SignatureValue><KeyInfo><X509D
ata><X509Certificate>MIIDIjCCAn 6g AwIBAg IFAMaulFMwDQYJKoZIhvcNAQELBQAwg cQXED
AOBgNVBAMTBORCR1JPT1QxCzAJBgNVBAYTAKRLMRMwEQYDVQQH EwpDb3BIbmhhZ2Vv
UMRAwWDg YDVQQIEwd EZW5tYXJrMRoOWGAYDVQQKEXFEYW5za2 UgQmFuayBHcm91cDEa
MBgGALUECXMRRGFuc2tllIEJhbmsgR3Jvd XAXGDAWBgNVBAUTDzYXMTI2Mjl4AMTEzMDAw
MTEJMAcGALUEBBMAMQkwBwWYDVQQqEWAXCTAHBgNVBAWT ADEJMACGALUEERMAMB
AXDTEWMDgwWNTEYMDAWMFoXDTEXMTEXOTEyMDAwWMFowgZgxEDAOBgNVBAMTBORCR
1INJRO04xCzAIBgNVBAYTAKRLMRMWEQYD VQQHEwp Db3BIbmhhZ2VuMRAwWDg YD VQQIEw
dEZW5tYXIrMRowGAYDVQQKEXFEYW5za2UgQmFuayBHcm91cDEaMBg GALU ECXMRRGF
uc2tllIEJhbmsgR3Jvd XAXGDAWBgNVBAUTDzYXMTI2Mjl4MzMzMDAwWM zCBnTANBgkghkiG9
WOBAQEFAAOBIwAwg YcCg YEAY YTGJIXapryzzumxcBXxqSdNwPPETUGg9EMIOXdovgEvyM8
2WNWrCjj2jWDdKssL2N//S2GktgkFOfqg C4R38UVKMEW GOBsKo TrnJ3WIS+JIjHId CLBAN3ZKI8
ZfkugXqTI+ACLLali YFXWHCyyViy6e5RQY2XKG6]JVh699J2pZUCAQOjPZAIMBAG A1UdDgQ
JBAJEQkd TSUdOMBKGA1UdIwQSMBCADSLGxMP29sL29/X39c XEMA4GA1Ud DWEB/wQ EAwW
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IGWDANBgkghkiGOwOBAQsFAAOCAQEAK+ZwVkaEo6FdLdn+xDNT14f8raNoo/xzQ0Qj2Z9W
XTvsWIeIMNMPIBMROsUKpKr4rxOLG4gSHp5YUtT/rBcp4gxC60gol1EzI20ezcqUu3gq9M9gdM
AYgot79FjqG6rp+bsr77stwalgl+I5qFEz+PWDhLRgohWKP+r/ZS0j0n6X69 TLa/cGCRr2p PK2KJ
9i4hd 85ty SuUbMaBkXE1mywCBJe6JyhfUQpQFLmMJI7kSFaBQLDdQZP2iQn2KkREz60d1¢c39ds
TzSGVHfusD8gVdbNS4+sPXxM4SocKXSTXwaN131tigbzDANNnsmg4TGQmcxRadalLwYhg7ZE
g4513YYwrw==</X509Certificate><X509IssuerSerial><X509IssuerName>postalCode=, title=,
GN=, SN=, serialNumber=611262281130001, OU=Danske Bank Group, O=Danske Bank
Group, ST=Denmark, L=Copenhagen, C=DK,
CN=DBGROOT</X509IssuerName><xX509SerialNumber>3333330003</X509SerialNumber></
X509IssuerSerial></X509Data></KeyInfo>

</Signature>

05-09-2023

</tns:RenewCertificateResponse>
</RenewCertificateOut>
</soapenv:Body>
</soapenv:Envelope>

Version 2.7 Page 38 of 39



05-09-2023

Appendix C: CRL Reason codes

The CRL Reason codes accepted by the RevokeCertificate and CertificateStatus operations are a
subset of the reason codes specified in X.509v3 (RFC5280).

This listing shows all of the reasoncodes listed in RFC5280. The ones that are crossed over are not
supported by the PKI Factory operations:

RFC 5280 PKIX Certificate and CRL Profile May 2008

CRLReason ::= ENUMERATED {

vrRerect i ad
TSP E=E==—asS o

keyCompromi se
cACompromise
affiliationChanged
superseded
cessationOfOperation

cortl £1 o0+ allanld
i cattemo=a

ComevVak romt iy

~FN N~~~ ~ —~
D O o o O W N~ P
FoJFrFIdFo oo <—F

~ 8N 8 5~~~ S~ A

privilegeWithdrawn

S AC omuoromlc
oy PO+

4~
He

—

The type of the field is an integer, and the content as listed above.
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